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Abstract Keywords

CHERI enforces spatial memory safety and referential pointer in-
tegrity by replacing integer pointers with unforgeable capabilities
that carry bounds and permissions. This rules out many conven-
tional pointer-fabrication attacks and shifts exploitation toward the
reuse of existing privileged capabilities obtained through vulnera-
bilities or unintended disclosure. CheriBSD’s library compartmen-
talization reduces such disclosure by isolating per-compartment
execution stacks. However, heap memory remains shared across
compartments, and may lead to capability leakage through both
reuse and explicit sharing.

In this paper, we show that CHERI’s compartmentalization guar-
antees can be bypassed through two distinct attack vectors, even
in the absence of allocator bugs. First, cross-compartment reuse of
freed heap regions can leak privileged capabilities through resid-
ual allocator state. Second, unnecessary sharing of compartment-
owned heap objects can leak capabilities to less-trusted compart-
ments through ordinary program data structures and interfaces.
To mitigate unnecessary sharing of live capabilities, we introduce
type-directed capability sealing, which uses static analysis of li-
brary interfaces and CHERI sealing to preserve opaque-handle
semantics for library-owned objects. As a complementary defense
against residual capability reuse, we adapt the established prac-
tice of per-compartment allocation pools to CheriBSD’s library-
compartmentalization runtime. Our design integrates with CheriBSD’s
existing library compartmentalization mechanisms without requir-
ing application or library modifications. Experimental results on
micro- and macrobenchmarks show that the combined system in-
curs minimal overhead (less than 5% on average) while preventing
capability leakage through both heap reuse and unnecessary cross-
compartment sharing.
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1 Introduction

CHERI is a hardware architecture [61] that strengthens memory
safety by replacing conventional integer pointers with capabili-
ties: unforgeable, metadata-bearing references that carry bounds
and permissions and are enforced by hardware. A central prop-
erty of this design is capability integrity: capabilities are associated
with hardware validity tags that cannot be forged by software, pre-
venting attackers from synthesizing new authoritative pointers
through ordinary memory corruption. These guarantees substan-
tially change the attacker’s strategy. Many classic exploits rely
on forging or corrupting pointers to reach sensitive code or data.
Under CHERY, direct pointer fabrication is largely eliminated, so at-
tacks increasingly depend on reusing existing valid capabilities [55];
making capability leakage a central security concern.

CHERI compartmentalization provides a hardware- and software-
assisted mechanism for decomposing a process into protection do-
mains and enforcing least privilege between trusted and untrusted
components. In CheriBSD’s library-based compartmentalization
model, accidental capability leakage is reduced by separating ex-
ecution stacks across compartments and mediating cross-domain
calls via dedicated entry and exit paths [27, 61]. However, even
with stacks and control transfers isolated, heap memory remains
shared across compartments. This creates two opportunities for
unintended capability leakage: (1) residual capabilities may be ex-
posed through cross-compartment reuse of freed heap regions, and
(2) live heap objects may explicitly carry capabilities across library
boundaries through ordinary data structures.

The allocator is central to the first problem. User-space allocators
acquire coarse-grained memory from the kernel, subdivide it to
satisfy application requests, and in CHERI must return correctly
bounded capabilities for each allocation. Consequently, the alloca-
tor and its interaction with the runtime form part of the effective
trusted computing base (TCB).


mailto:sghavamnia@bloomberg.net
mailto:mhanisch@caltech.edu
mailto:jvanegue@bloomberg.net
https://creativecommons.org/licenses/by-nc-nd/4.0
https://creativecommons.org/licenses/by-nc-nd/4.0
https://creativecommons.org/licenses/by-nc-nd/4.0
https://doi.org/10.1145/3830454.3846803
https://doi.org/10.1145/3830454.3846803
https://doi.org/10.1145/3830454.3846803

CCS *26, November 15-19, 2026, The Hague, Netherlands

The second problem arises from ordinary sharing patterns in sys-
tems software. Heap objects often contain capability-bearing state,
such as dispatch tables, callbacks, or references to cryptographic
keys and metadata [1, 4]. Libraries routinely return pointers to such
objects, which programs then store in higher-level struct types and
later pass to other libraries. This is commonly referred to as data
oversharing and has been studied in previous works [36, 37, 44],
but remains challenging. Refactoring existing software to eliminate
these flows would require invasive changes to interfaces and struct
types. Instead, the more practical goal is to preserve such sharing
while preventing references from remaining usable in compart-
ments that do not need authority to dereference them.

In this paper, we first demonstrate how allocator-level issues can
erode CHERT’s security guarantees, using proof-of-concept vulner-
abilities that enable capability exposure. We then show that, even
in the absence of allocator bugs, CHERI’s compartmentalization
guarantees can be bypassed using two distinct heap-specific attack
vectors. First, cross-compartment reuse of freed heap regions can
leak capabilities through residual allocator state. Second, unneces-
sary sharing of library-owned heap objects can expose capabilities
through ordinary program struct types and interfaces.

To mitigate these risks, we design and implement two comple-
mentary mechanisms. Our primary design contribution is type-
directed capability sealing, which automatically identifies library-
owned heap objects whose capabilities are shared across compart-
ments and uses CHERI sealing to preserve opaque-handle semantics.
We complement this mechanism with a CheriBSD-specific adapta-
tion of established per-compartment allocation pools, preventing
freed memory from being reused across library compartments. To-
gether, these mechanisms prevent unintended capability leakage
through both heap reuse and unnecessary cross-compartment shar-
ing while preserving compatibility with existing code. Furthermore,
our work extends the original formalization of temporal safety[64]
and its Rocq mechanization[65] which only apply sealing and un-
sealing logic for store and load operations without concern for
application or function-level heap compartmentalization.

In summary, this paper makes the following contributions:

e We conduct an in-depth security analysis of the default allo-
cator in CheriBSD, identifying and reporting an implementa-
tion defect that can undermine CHERI’s security guarantees.

e We show that, even in the absence of allocator bugs, capabil-
ity leakage can occur through two heap-related mechanisms:
cross-compartment reuse of freed heap regions and sharing
of heap object capabilities across compartments.

o We design and implement type-directed capability sealing, a
static-analysis mechanism that protects library-owned ca-
pabilities shared across compartments by sealing references
that need not be dereferenced outside their owning library.

e We adapt and evaluate established per-compartment alloca-
tion for CheriBSD’s library-compartmentalization runtime,
preventing cross-compartment reuse while preserving exist-
ing allocation and free interfaces.

e We evaluate the performance overhead of our mechanisms
using micro- and macrobenchmarks, showing they have
minimal overhead.
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2 Background

In this section we briefly introduce CHERI and its security guar-
antees, and then describe how library compartmentalization is
currently implemented in CheriBSD 25.03.

2.1 CHERI Hardware Guarantees

The CHERI architecture enforces spatial memory safety and refer-
ential pointer integrity by replacing conventional integer pointers
with capabilities—architectural pointers augmented with metadata
such as bounds and permissions. Capability integrity complements
spatial safety by restricting how capabilities can be created and
manipulated. Each valid capability is associated with a hardware-
maintained validity tag, and capabilities can be produced only by
deriving them from existing valid capabilities via dedicated CHERI
capability instructions and registers.

Sealed Capabilities. CHERI’s protection model includes sealing,
which allows software to transform a capability into a non derefer-
enceable token that can still be stored and passed between compo-
nents. A sealed capability cannot be used as an ordinary pointer
until it is unsealed by suitable authority, making sealing a natural
mechanism for encapsulation and opaque-handle patterns. More
generally, the CHERIISA treats sealing as one of the core operations
for building higher-level isolation mechanisms on top of capabil-
ities [9, 60]. In Arm Morello, sealing is represented through the
capability ObjectType field: non-zero values denote sealed capa-
bilities and zero is used for unsealed capabilities. Morello allocates
15 bits to this field, giving software a finite object-type space that
is shared with any architecture- or runtime-reserved uses [9, 10].

2.2 Software Supporting CHERI

CheriABI. CHERT’s architectural guarantees rely on a CHERI-
aware ABI and operating system stack. In CheriABI [24], the ker-
nel begins with broad authority and delegates it by deriving pro-
gressively more restricted capabilities as memory is allocated and
mapped. Userspace receives its initial capabilities via the runtime
linker and obtains further authority through system calls that re-
turn appropriately bounded and permissioned capabilities. Conse-
quently, both the kernel and the runtime linker (RTLD) are part of
the trusted computing base (TCB).

Temporal Safety. CHERI does not provide temporal safety in hard-
ware; instead, CheriBSD enforces it in software through Cornucopia-
style capability revocation, which clears tags from stale capabili-
ties [25, 26]. On deallocation, freed regions are quarantined and
painted in a shadow map; a revocation sweep then traverses process
state and clears tags from capabilities still pointing into painted
regions. Only once no live tagged capabilities remain is the re-
gion unpainted and reusable. Our work is orthogonal: it prevents
cross-compartment capability leakage through heap reuse while
remaining compatible with revocation.

Userspace Allocators. Userspace allocators are security-critical
in CHERI systems because they mediate most heap allocations and
derive the capabilities returned to applications. When additional
memory is needed, the allocator obtains backing memory from the
kernel, e.g., via mmap; assuming a CHERI-aware kernel, the returned
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Program

main: L1ibA_f: 1libB_f:

return;

1ibB_f();
return; <-|

1ibA_fQ);
-

switch sp
clr regs

switch sp
clr regs

Trampoline

Trampoline

Figure 1: The runtime linker creates the library compartmen-
talization trampolines that change the execution stack and
clear sensitive registers upon switching the compartment.

capability is bounded to the mapped region,! and the allocator
subdivides it to satisfy individual requests. It must therefore return
correctly bounded object capabilities and safely manage freed and
reusable chunks. Defects can grant incorrect authority or expose
residual capability-bearing memory.

2.3 CHERI Library Compartmentalization

CHERI provides architectural primitives (e.g., capability sealing)
that can be used to construct protection domains, but practical
compartmentalization requires system-level support beyond these
low-level mechanisms [61]. CheriBSD 25.03 provides an experimen-
tal library compartmentalization facility (often referred to as c18n)
implemented in the runtime linker (as shown in Figure 1). When
enabled, each dynamically linked library executes as a separate
compartment, and the runtime linker mediates cross-compartment
calls by inserting trampolines and establishing a least-privilege
capability environment based on ELF linkage (e.g., imported sym-
bols) [27]. CheriBSD also includes ongoing work toward sub-library
compartmentalization (finer-grained compartments such as object-
file or feature-level partitions), but this support remains incomplete;
therefore, we target the library-level model in this work.

3 Threat Model

We consider compartmentalized applications running on CheriBSD
with library-based compartmentalization enabled. Our trusted com-
puting base (TCB) consists of the CHERI hardware, the CheriBSD
kernel, the run-time linker, and the trusted build and instrumenta-
tion pipeline used to derive and enforce our type-directed sealing
policies. Accordingly, the analyzed program configuration (includ-
ing its libraries and source- or bitcode-level inputs) is fixed before
deployment, and the generated sealing policy and accessor func-
tions are assumed correct for that configuration.

After deployment, we assume that a bug or vulnerability may
allow an attacker to compromise a non-TCB compartment and ex-
ecute with that compartment’s authority. The attacker’s goal is
to obtain capabilities owned by other compartments, either by re-
claiming freed heap memory that still contains residual capabilities
or by misusing references to shared heap objects. A compromised
compartment may invoke its permitted interfaces arbitrarily, retain
and replay opaque handles, and exploit any authority it already
holds. Our goal is to prevent such a compartment from gaining
additional authority through cross-compartment heap reuse or by

!Subject to representational imprecision from capability compression [62].
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Figure 2: Shadow Allocation Exploit overview: Misaligned
quarantine bookkeeping targets the adjacent Chunk B, al-
lowing it to be subsequently allocated to both attacker and
victim simultaneously.

directly dereferencing shared objects whose types it does not own,
except where the benign program requires field access.

4 Problem Overview and Motivation

In this section, we discover CHERI heap allocator vulnerabilities in
CheriBSD’s default allocator that enables capability exposure. We
further generalize this to show how capability leakage can arise
from heap reuse or capability sharing between compartments.

4.1 CHERI Allocator Vulnerabilities

Userspace allocators are critical to achieving the security guarantees
that CHERI is designed to provide (as discussed in Section 2.2).
To illustrate that vulnerabilities arise in practice, we investigated
vulnerabilities discovered in the userspace allocators of CheriBSD.
We responsibly disclosed these issues, and a fix has since been
merged into the upstream repository for jemalloc.

Vulnerabilities in jemalloc. The default allocator, jemalloc, was
found to accept trimmed capabilities (non-base pointers) in free(),
desynchronizing its quarantine bookkeeping from architectural
revocation. This can lead to two distinct classes of exploitation:

e Shadow Allocation: By passing a zero-length capability
pointing to the end of an allocation (Chunk A), the allocator
incorrectly places the adjacent Chunk B into quarantine. As
shown in Figure 2, this compromises the allocator state and
makes it return two capabilities to the same physical region.

e Unpainted Capability Windows: This vulnerability ex-
ploits the gap between shadow-map painting and architec-
tural invalidation. By timing interleaved revocation cycles,
an attacker can trick the allocator into unpainting the shadow
bits of a chunk’s header just before the revoker inspects it.
This effectively hides a dangling pointer from invalidation,
resulting in a persistent Use-After-Realloc condition.

Vulnerabilities in dlmalloc. Implementation defects are not lim-
ited to jemalloc. We discovered a similar class of vulnerabilities in
an earlier CheriBSD allocator based on dlmalloc. Insufficient vali-
dation allowed an attacker to craft malformed chunk headers using
CHERI_PERM_SW_VMEM permissions, triggering heap corruption or
overlapping allocations..
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4.2 Heap-based Capability Reuse Attack

Heap reuse can disclose capabilities even in the absence of allocator
implementation bugs. Because allocations are typically returned
uninitialized and freed chunks are placed back on allocator free
lists without being zeroed, newly allocated memory may expose
residual contents from a prior object, including capabilities. We
refer to this class of exploits as heap-based capability reuse attacks,
in which an adversary seeks to obtain previously allocated and
freed heap chunks still containing useful capabilities.

While analogous reuse attacks exist in conventional systems,
their impact is amplified under CHERI. Since capabilities are un-
forgeable, an adversary cannot fabricate high-privilege pointers and
must instead obtain existing valid capabilities through disclosure
or reuse. Residual heap contents therefore become a particularly
valuable target. In CheriBSD’s library compartmentalization model,
call boundaries and stack state are constrained, but freed heap
memory may still be reissued across compartments. If a privileged
compartment frees an object containing sensitive capabilities and
the same chunk is later reused by a less-trusted compartment, those
capabilities may be disclosed.

To confirm that such capabilities persist in practice, we scanned
Nginx running in pure-capability mode on Arm Morello under
CheriBSD using a ptrace-based capability scanner. Under load, we
identified 1,526 heap-resident executable sentry capabilities corre-
sponding to 158 distinct Nginx functions. These were not isolated
artifacts, but covered core Nginx functionality, including the I/O
layer, the full HTTP filter pipeline, and the HTTP phase-dispatch
functions. Several per-request handler slots also appeared repeat-
edly, yielding hundreds of instances at peak load. Consequently, an
attacker who obtains read access to a freed ngx_http_request_t
object may recover valid sentry capabilities into Nginx’s active
execution surface without forging any pointer. A straightforward
mitigation is to clear memory on allocation or free. However, as
shown in Section 7.3.1, pervasive clearing is often too costly.

4.3 Heap Data Oversharing

Programs and their associated libraries frequently share state and
global conditions through heap objects. Often, an application acts
as a conduit, storing pointers to objects allocated by one library
and subsequently passing them to other, unrelated libraries.

Historically, sharing a single heap has been highly problematic,
as vulnerabilities in one library can lead to the exposure or corrup-
tion of objects owned by completely different libraries [3, 5, 6]. For
instance, CVE-2017-7529 [3] exploits an integer overflow in nginx’s
range filter module to read adjacent heap memory, exposing SSL
session keys. Similarly, CVE-2022-41741 [6], a buffer overflow in
the MP4 module, can corrupt adjacent SSL_CTX structures.

While CHERI capabilities effectively prevent these spatial over-
writes and overreads, the need to pass complex structures be-
tween modules introduces a new attack surface: capability leak-
age. Consider how nginx handles TLS connections: it receives
an SSL* pointer from OpenSSL’s SSL_new() and stores it in an
ngx_ssl_connection_s structure. Later, during gzip compression
of HTTPS responses, nginx passes its ngx_http_gzip_ctx_t con-
text, which holds a reference to that connection structure,to zlib.
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As aresult, zlib, a library with no legitimate need to access TLS
state, receives a valid, dereferenceable capability to OpenSSL’s SSL
object. The impact is severe due to capability transitivity. The SSL
struct type includes pointers to the SSL_CTX, SSL_SESSION, and the
EVP_CIPHER_CTX struct types, the latter holding active encryption
keys. A single unsealed SSL* capability thus transitively exposes
the entire TLS stack to any library that receives it. This motivates
a mechanism to allow sharing of these capabilities but preventing
their use outside the trusted context.

5 Design

Our design addresses two distinct sources of heap-mediated ca-
pability propagation across compartments. First, freed heap mem-
ory may be reused by a different compartment, exposing residual
capabilities left by the previous occupant of that region. Second,
pointers to live heap objects may be intentionally shared across
compartment boundaries even when the receiving compartment
does not require authority to dereference them. We address these
problems with two complementary mechanisms: heap compartmen-
talization, which confines heap reuse to the allocating compartment,
and type-directed capability sealing, which preserves opaque-handle
semantics for shared compartment-owned objects.

These mechanisms rely on two different notions of ownership.
Allocation ownership is an established isolation policy that re-
stricts heap reuse to the compartment that owns an allocation.
Our primary design contribution is a type-ownership policy that is
automatically derived from cross-compartment use and enforced
through CHERI sealing and generated accessors. Thus, compartment-
aware allocation controls storage reuse, whereas type-directed seal-
ing controls dereference authority.

Both mechanisms are designed to integrate with CheriBSD 25.03’s
library-level compartmentalization model, in which dynamic li-
braries execute as distinct compartments and cross-compartment
transfers are mediated by the runtime linker. Under this model,
heap compartmentalization requires the allocator to identify the
currently active compartment at each allocation operation, while
type-directed sealing requires determining which shared struct
types are owned by which compartments and where references to
their objects cross compartment boundaries.

5.1 Heap Compartmentalization

We use heap compartmentalization as supporting infrastructure for
preventing residual capability disclosure through cross-compartment
heap reuse. The general strategy of restricting allocator reuse by
compartment is established in prior compartmentalization sys-
tems [32, 63]; our contribution is its integration with CheriBSD’s
library-compartment transitions and its evaluation on CHERI ap-
plications.

Heap compartmentalization addresses capability leakage through
allocator reuse. In a conventional process-wide heap, memory freed
by one compartment may later be reallocated to another, potentially
exposing residual capabilities left in the reused chunk. Our goal is to
enforce allocation ownership: memory allocated for a compartment
must be reused only within that same compartment’s heap domain.
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5.1.1  Allocator Model. Our design gives each compartment a logi-
cally distinct heap domain, even though all memory remains man-
aged by a single allocator implementation. Allocation requests are
attributed to the compartment whose code is currently executing,
and freed memory is returned to that same compartment’s reuse
domain. This preserves compatibility with existing applications and
libraries: no compartment identifier must be passed explicitly at
allocation sites, unlike prior approaches based on compiler-assisted
identifier propagation [2].

To realize this policy, the allocator maintains a per-thread current
compartment identifier and uses it to select the target heap domain
for allocation. Memory freed by any compartment is returned to
the heap domain of the compartment that originally allocated it.
This preserves cross-compartment allocation/free behavior while
ensuring that recycled heap memory is never reused outside its
allocation-owning compartment. Direct mmap-allocated memory
lies outside this policy, but because it is provisioned by the ker-
nel rather than drawn from allocator free lists, it cannot recover
allocator-recycled chunks from other compartments.

5.1.2  Transition Consistency. Since allocation attribution depends
on the currently active compartment, heap compartmentalization
must remain synchronized with execution context. We therefore
treat the current compartment identifier as trusted per-thread state
and update it only on trusted compartment transitions. In CheriBSD’s
library compartmentalization model, such transitions are already
mediated by runtime-linker-generated trampolines, making the
runtime linker the natural place to maintain allocator state.
Accordingly, each cross-compartment transition updates the al-
locator’s thread-local compartment identifier before control enters
the callee. An allocation is therefore owned by the compartment
active at the allocation request call site, not by the original top-level
caller. This naturally handles well-nested cross-compartment call
chains and preserves compatibility with existing code, while inher-
iting thread-safety and asynchronous-execution correctness from
CheriBSD’s existing compartmentalization machinery.

5.2 Type-Directed Protection for Shared Heap
Objects

Heap compartmentalization prevents capability leakage through
allocator reuse, but it does not address objects whose pointers
are intentionally shared across compartments while still live. In
compartmentalized applications, one compartment may return a
pointer to an internal object, store it inside a larger struct type,
or pass it through another interface to a different compartment;
leaking authority to them.

This pattern is common in C software. A program may main-
tain a context struct type containing pointers to objects owned
by multiple compartments, and that context may later be passed
across additional compartment boundaries. Refactoring existing
software to eliminate these flows would require pervasive changes
to interfaces and struct types. Instead, our design preserves these
programming patterns while ensuring that shared objects remain
directly dereferenceable only within the compartment that owns
their representation.

Our approach therefore has two steps. First, we derive type
ownership and cross-compartment sharing behavior through static
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analysis. Second, we use this information to apply CHERI sealing to
shared references whenever they leave their owning compartment.

5.2.1 Type Ownership and Sharing Classification. Our design relies
on a notion of type ownership: a struct type is owned by the com-
partment that defines and manipulates its internal representation.
For example, OpenSSL owns types such as SSL_CTX and SSL, while
the nginx compartment owns types such as ngx_connection_t,
even though other compartments may store and forward pointers
to objects of those types. This notion of ownership determines
which compartment is responsible for protecting a shared reference
when it crosses a compartment boundary.

To apply this policy, we derive a per-compartment summary of
struct type ownership, interface exposure, and cross-compartment
use. This summary identifies which types are owned by each com-
partment, where capabilities to objects of those types cross com-
partment boundaries, and whether non-owning code uses them
opaquely or through direct field access.

Concretely, the analysis records four kinds of information. First,
it identifies the struct types defined within each compartment and
attributes ownership of those types accordingly. Second, it records
the struct-typed parameters and return types of externally-visible
functions, thereby identifying the interface points through which
heap-object references may cross compartment boundaries. Here,
externally visible includes both exported functions and address-
taken functions (to overapproximate indirect function calls). Third,
it combines these summaries with cross-compartment call infor-
mation to identify the actual sharing relationships that arise in the
application. Finally, for each shared type, it determines whether
non-owning code merely stores and forwards the pointer or directly
accesses fields of the object (by analyzing function bodies).

This yields a three-way classification of shared types. A type is
sealable if all non-owning compartments treat it as an opaque han-
dle. A type requires mediated access if non-owning code accesses
only a restricted subset of fields. A type is not practically seal-
able if non-owning code depends extensively on direct field access,
making fine- grained mediation unattractive or ineffective. This
classification drives selective enforcement: opaque-handle types
can be sealed directly, while the small number of shared types with
limited field access require explicit mediation.

5.2.2  Sealing Policy. Guided by the sharing analysis, we protect
cross-compartment heap-object references using CHERI’s sealing
mechanism. The governing rule is simple: a shared object may be
directly dereferenced only within the compartment that owns its
type, unless the owner explicitly exposes restricted access to se-
lected fields. Accordingly, when a capability to an owned object
leaves its owning compartment, it is converted into a sealed capa-
bility. The resulting reference remains passable and storable, but it
is no longer directly dereferenceable by non-owning code.

Each compartment therefore holds sealing authority for the types
that it owns. The owning compartment seals references to its objects
before those references cross a compartment boundary and unseals
them when they return. Protection is applied at function entry,
function return, call sites, and selected field accesses according to
type ownership (Table 1 and Figures 3 and 4).



CCS *26, November 15-19, 2026, The Hague, Netherlands

Table 1: Cross-compartment sealing scenarios. Each scenario
describes a pointer-passing pattern at a compartment bound-
ary and the corresponding instrumentation action. All seal
and unseal operations are guarded: null pointers and already-
sealed/unsealed pointers are skipped at runtime. Ext. func: an
externally-visible function (exported functions and address-
taken functions); Int. func: only internally visible; Ind. call:
indirect function call

# Scenario  Action Condition
A. Function entry (callee side)
Ext. func unseal Arg type is owned

Int. func None

B. Function return (callee side)
1 | Ext. func seal

Int. func None

C. Handling return value (caller side)

Return type is owned

Ext. func unseal Caller owns return type
Ind. call unseal Caller owns return type

Int. func None

D. Calling a function (caller side)
o1 | Ext. func seal
pz | Ind. call seal

Int. func None

E. Field access
E Struct field accessor

Arg type is owned
Func-ptr base # current code base,
owned arg-type

Non-owner type

Table 1 summarizes the cases in which sealing, unsealing, or
accessor mediation is required. These cases are most easily under-
stood by separating callee-side handling, caller-side handling, and
field accesses.

e Callee-side function entry (A). On entry to a function,
the relevant question is whether the callee may receive
sealed arguments. Internal functions require no action ([ az ),
since they are only reached within the current compart-
ment and therefore never receive cross-compartment sealed
arguments. Externally-visible functions, by contrast, may
be invoked from another compartment, so any argument
whose type is owned by the callee compartment is unsealed
on entry ([ai]). This is illustrated in Figure 3 by SSL_new
and SSL_set_ex_data, which unseal their owned OpenSSL
arguments on entry.

e Callee-side function return (B). On return, an externally-
visible function seals its return value whenever the returned
type is owned by the callee compartment (/ s1]). Internal
functions perform no such transformation ( ), since their
return values do not cross a compartment boundary. Figure 3
shows this in SSL_new, where the returned SSL* is sealed
before returning to nginx.

e Caller-side direct calls and returns (C1, C3, D1, D3).
For direct calls, the caller can distinguish externally-visible
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from internal callees statically. When calling an externally-
visible function, the caller seals any argument whose type it
owns before the call (| b1 ). When calling an internal function,
no sealing is applied ([ps ]). The same distinction governs
returned values: after a call to an externally-visible func-
tion, the caller unseals the result if the return type is owned
locally (), whereas returns from internal calls are left un-
changed ([ ]). Return-side unsealing is based on the type
as used by the caller, rather than the callee’s declared return
type, which correctly handles interfaces that return a generic
void+*. Figure 3 shows| b1  when nginx seals ngx_conn_t*
before passing it to SSL_set_ex_data, and when nginx
unseals the result of SSL_get_ex_data.
e Caller-side indirect calls and returns (C2, D2). Indirect
calls are less straightforward because the callee is not known
statically. For outgoing arguments, we avoid full pointer anal-
ysis and instead emit a runtime check that compares the base
address of the function pointer capability against the base ad-
dress of the current compartment (from the program counter
capability). If the two bases differ, the call is treated as cross-
compartment; any argument whose type is owned by the
caller is then sealed before the call (| oz ). If the bases match,
the call is treated like an internal call. Figure 4 shows this
in ssl_rd_bytes, where the indirect call through info_cb
is instrumented with a runtime base-address check; SSL* is
sealed only if the target is in a different compartment.
Return handling after an indirect call is decided separately.
Because the caller does not know which function was in-
voked, it cannot infer from callee identity whether the result
has been sealed. Instead, it uses the return type at the call site
and performs a guarded unseal whenever that type is owned
locally ([ cz ). Figure 4 shows thisin ss1_get_by_char, where
the returned SSL_CI* is unsealed after an indirect call through
a method pointer.
Field accesses (E). When a non-owning compartment di-
rectly accesses a field of a protected type, sealing alone is
insufficient because the object must remain opaque outside
the owning compartment. In this case, the direct field ac-
cess is replaced with an accessor function supplied by the
owning compartment (|  )). Figure 4 shows this for nginx’s ac-
cesses to ASN1_INTEGER. length and ASN1_INTEGER.data
in ngx_ssl_ocsp_key.

A key invariant is that protection decisions remain local to the
owner of the data. The callee decides whether a returned value must
leave the compartment in sealed form based on the ownership of
the returned type, while the caller decides whether a received value
should be unsealed only when it owns the underlying type. This
includes cases where the callee exposes a generic voidx interface
but the caller’s debug information resolves the concrete type. A
non-owning compartment therefore cannot influence the decision
to expose another compartment’s internal representation.

Finally, protection is applied to the shared pointer itself rather
than recursively to the full reachable object graph. If a compartment
shares a pointer to one of its own objects, that top-level pointer is
sealed before it crosses the boundary, but the system does not recur-
sively traverse the object and seal every capability reachable from
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Nginx OpenSSL

SSL *SSL_new(

ngx_ssl_cr( SSL_CTX #*ctx, 1

2 ngx_conn_t *c, ..) { 2 SSL_CTX *ct) {

3 conn = SSL_new( ctx ); s = 0SSL_malloc(..);
4 SSL_set_ex_data( return s ; | B1

5 conn , c); | D1 5 3

6} 6 int SSL_set_ex_data(

7 ngx_ssl_sess( SSL *s) { 7 SSL s,
s ngx_conn_t k¢ = 8 void *data) {

s->ex_data = data;
9 SSL_get_ex_data( s ); 10 3
0}

Ownership: green =nginx orange = OpenSSL Actions: | n = seal Elzunseal
(ref. Table 1)

Figure 3: Direct-call sealing scenarios across nginx and
OpenSSL. [ b1 | nginx seals ngx_conn_t* before passing it to
SSL_set_ex_data. nginx later unseals the returned value
from SSL_get_ex_data when the type is owned locally.
OpenSSL unseals owned arguments on entry, and | 81 seals
owned return values such as the SSL* returned by SSL_new.

Nginx OpenSSL
ngx_ssl_ocsp_key(..) { 1 ssl_rd_bytes(

2 ASNT_INT *s = 12 SSL *s) {

3 X509_get_serial(..); 13 s->info_cb( s ); | D2

4 ngx_cpymem(p, ' }

5 s ->data, E 15 ssl_get_by_char(
6 s ->length); E 16 ssL #ssl, ..) {

} 17 SSL_CI wc =

18 ssl_methfp(ptr);
90}

Ownership: green =nginx orange = OpenSSL Actions: | n = seal Elzunseal
El =accessor  (ref. Table 1)

Figure 4: Accessor-mediated and indirect-call scenarios. [«
nginx reads data and length from OpenSSL’s ASN1_INTEGER
via generated accessor calls, since nginx does not own the
type.| oz | an indirect call site is instrumented to seal an owned
argument when a runtime base-address check determines
that the target lies outside the current compartment.| c2 | after
an indirect call, the caller performs a guarded unseal when
the returned type is owned locally.

its fields. This choice preserves compatibility with existing code
while remaining consistent with the intended opaque-handle ab-
straction: non-owning code cannot follow internal pointers except
through explicitly mediated access paths.
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6 Implementation

We implement heap compartmentalization in CheriBSD 25.03 by
modifying the default allocator, jemalloc, and the runtime-linker
trampolines used for library compartmentalization. We implement
type-directed capability sealing using an LLVM 15-based analysis
and instrumentation pipeline. This section describes the concrete
realization of the design.

6.1 Heap Compartmentalization

6.1.1 Allocator Compartmentalization. We implement heap com-
partmentalization in CheriBSD’s default allocator, jemalloc. Jemal-
loc already partitions allocation state into multiple arenas, which
serve as the isolation boundary in our design. We therefore map
each compartment identifier and thread combination to a dedicated
arena and confine reuse to that arena, without changing the external
allocator APL

To track the last active compartment (at the time of calling an
allocation function), we add an externally visible 64-bit thread-local
variable to 1ibc, which contains jemalloc. This variable stores the
last active compartment identifier and is updated by the runtime
during compartment transitions. We then use this identifier at the
point where jemalloc selects the arena for each allocation request.

Specifically, jemalloc selects a thread cache and an arena through
tcache_get and arena_choose_impl; we extend both to consult
the thread-local compartment identifier. Each thread maintains a
small fixed-size power-of-two hash table (open addressing, linear
probing) mapping compartment identifiers to per-compartment
thread caches, allocated lazily on first use. On a compartment
change the allocator switches the active thread cache, and on first
visit to a compartment it creates a fresh arena private to that (thread,
compartment) pair. Because these arenas are not published globally,
threads sharing a compartment identifier do not share an arena,
avoiding the bin-lock contention a shared per-compartment arena
would introduce.

6.1.2  Runtime Loader. CheriBSD’s library compartmentalization
mechanism uses runtime-linker-generated trampolines to mediate
transitions between library compartments. We extend this path so
that, on each domain transition, the trampoline also updates the
thread-local compartment identifier used by jemalloc.

Initializing TLS metadata. Because the allocator’s compartment
identifier is thread-local, the runtime loader must determine how
to locate that variable within each thread’s TLS block. We therefore
extend RTLD initialization so that, when loading libc, it identifies
the TLS metadata corresponding to the allocator’s compartment
identifier and records the information needed to reconstruct its
address for each thread during compartment transitions.

RTLD trampoline updates. When library compartmentalization
is enabled, RTLD resolves cross-compartment calls to generated
trampolines rather than directly to the callee entry point. These
trampolines already perform the stack switch required for cross-
compartment execution. We extend the per-compartment trampo-
line state so that, in addition to the target stack address, it also
carries the TLS location of the allocator’s compartment identifier
for the current thread. Prior to entry to the callee compartment,
the trampoline updates that TLS slot with the callee’s compartment
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identifier before transferring control. This design preserves the
existing ABI and requires no source-level changes to applications
or libraries. The RTLD modification is allocator-agnostic except for
knowledge of the allocator’s thread-local compartment identifier.

6.2 Type-Directed Capability Sealing

We implement type-directed capability sealing using LLVM 15. The
tooling comprises three stages: a per-compartment type-usage anal-
ysis, a cross-compartment sharing analysis, and an instrumentation
pass that inserts seal and unseal operations at the required bound-
aries. Each target compartment is compiled to LLVM bitcode with
debug information (-g) and processed independently.

6.2.1 Type-Usage Analysis. The first stage is an LLVM module
pass, which extracts a type summary from each bitcode module and
emits a JSON manifest describing the compartment’s interface with
respect to its struct types. For each struct type, the pass records
the type name, field count, and field layout. Since LLVM 15 uses
opaque pointers, the pass relies on DWARF debug information to
recover the concrete struct types associated with function parame-
ters and return values. The resulting manifest is compartment-local:
it describes only the code and types present in that module and can
therefore be reused across different applications that link against
the same component.

6.2.2  Cross-Compartment Sharing Analysis. The second stage com-
bines the per-compartment manifests to determine which types
cross compartment boundaries and how they should be protected.
A struct type is considered shared if it appears as a parameter or
return type on a call edge between two different compartments. For
each shared type, the analysis determines the owning compartment
and classifies how each non-owning compartment uses it (e.g., seal-
able). System-defined types such as struct sockaddr are excluded,
since they are intentionally shared across all compartments. The
analysis then emits an instrumentation configuration specifying
the required actions based on the scenarios discussed in Table 1.

6.2.3 Sealing Enforcement. The third stage is an LLVM module
pass, which reads the instrumentation configuration and inserts
CHERI seal and unseal operations into each module.

Compartment initialization. For each module, the pass creates
a file-scope global variable, to hold the compartment’s sealing ca-
pability. It also generates an initialization function, registered as a
.init_array constructor, which derives a per-compartment sealer
with a unique object type.

Seal and unseal insertion. At each configured enforcement point,
the pass emits the corresponding CHERI intrinsic. All operations are
guarded by a null check and a sealed-state check so that null values
and already correctly-stated capabilities bypass the transformation.
This is needed since the same function may be called both internally
and externally (affecting the sealing status of its arguments).

Internal call compensation. Since we always seal the return value
of an externally-visible function, internal callers within the same
compartment may receive a sealed return value that they must
unseal. The pass handles this using the resolved return type at the
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call site, including indirect calls whose return types are recoverable
from debug information.

Accessor generation. For types that require mediated access, the
pass generates accessor functions in the owning compartment’s
bitcode. Each accessor unseals the pointer, performs the required
field access, and returns the result. In the non-owning module, direct
field accesses are replaced with calls to the corresponding accessor.
This preserves the seal boundary while allowing controlled, field-
granular cross-compartment data access.

7 Evaluation

We evaluate the practicality and security benefit of our two mech-
anisms on CheriBSD 25.03 running on Arm Morello, a CHERI-
enabled platform that enforces capability bounds and permissions
in hardware. Our evaluation addresses three questions. First, what
coverage does type-directed capability sealing achieve across real-
istic compartmentalized applications? Second, what runtime and
memory overheads are introduced by heap compartmentalization
and sealing? Third, how effectively do the two mechanisms pre-
vent cross-compartment capability propagation through heap reuse
and explicit sharing? Unless otherwise stated, all experiments use
CheriBSD’s standard security configuration, including library com-
partmentalization and temporal-safety support (through Cornu-
copia [25, 26]), and compare an unmodified CheriBSD 25.03 baseline
against our modified runtime and allocator.

7.1 Experimental Setup
We evaluate four configurations:

(1) Baseline: unmodified CheriBSD 25.03 with the default run-
time linker and default 1ibc/jemalloc (with library compart-
mentalization enabled).

(2) HC-off: modified runtime linker and modified 1ibc/jemalloc,
with heap compartmentalization disabled.

(3) HC-on: modified runtime linker and modified 1ibc/jemalloc,
with heap compartmentalization enabled.

(4) Seal: Type-directed capability sealing instrumentation.

This structure isolates the cost of each component. Comparing
Baseline and HC-off captures framework overhead introduced by
our changes independent of heap partitioning itself. Comparing
HC-off and HC-on isolates the cost of heap compartmentalization.
Comparing Baseline and Seal reports the overhead of type-directed
sealing instrumentation.

7.2 Sealing Coverage and Compatibility

We first evaluate the applicability of type-directed capability sealing
across a set of compartmentalized applications. Our analysis ex-
cludes system-defined libraries and types from sealing. In practice,
few structured types are naturally owned by these libraries, and
those that do exist (e.g., socket-related types) are typically accessed
across many compartments, limiting the security benefit of sealing
them. Table 2 summarizes the cross-compartment shared types,
their classification, and the number of instrumentation points.
Across the six applications, we identify 161 shared struct types
that cross compartment boundaries. Of these, 150 (93%) are fully
sealable, 8 (5%) require mediated field access through accessors,
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Figure 5: Microbenchmark results for heap compartmentalization. We report throughput for Baseline, calloc, HC-off, and
HC-on while varying the number of compartments and allocation size.

Table 2: Cross-compartment sealing instrumentation sum-
mary for 6 applications.

42 Struct Types Instrumentation Points
Q .
@ .
: , iz
& 3 F Gl &
— H — .
E 2342 3 f ¢
App Q ¥ @ < Z D7) o) <
nginx 4 39 37 2 0 1,300 6,754 21
redis 2 11 11 0 0 581 3,650 0
memcached 3 14 14 0 0 425 2,348 0
curl 3 41 37 3 1 1,772 8,350 68
wget 3 25 23 1 1 631 4,022 14
lighttpd 3 31 28 2 1 2118 9,728 10
Total 161 150 8 3 6,827 34,852 113

and only 3 (2%) are not practically sealable. This indicates that
most shared objects in these applications already follow an opaque-
handle discipline and can therefore be protected with sealing.

We further validated functional compatibility on all six appli-
cations in Table 2 by running their existing test suites under the
Seal configuration and comparing the results against their baseline.
Across all six applications, type-directed sealing preserved baseline
test-suite behavior: every test that passed on the CheriBSD baseline
also passed under Seal. This indicates that the inserted seal/unseal
operations and accessor replacements preserve intended applica-
tion behavior across the evaluated software.

7.3 Performance Evaluation

7.3.1 Microbenchmark: Heap Compartmentalization Overhead. We
use a custom microbenchmark to isolate the cost of heap compart-
mentalization. The benchmark forces allocator requests to originate

from distinct DSOs so that runtime-linker-mediated compartment
switches occur at the intended boundary. We evaluate Baseline,
HC-off, and HC-on, and also compare against a calloc-based con-
figuration that represents the conventional alternative of eager
zeroing. We do not include Seal here, since the benchmark does not
exercise realistic shared-object interfaces.

To exercise compartment-aware allocation, the benchmark routes
allocation and free requests through a configurable set of light-
weight shared libraries, each exporting wrappers around malloc
and free. The executable links against up to 64 such DSOs so we can
test up to 64 active compartments at runtime, ensuring that alloca-
tor calls originate from distinct DSOs and trigger compartment-ID
updates. In our evaluation, we vary the number of active compart-
ments (2, 8, 16, 64), the number of threads (1, 4, 8), and the allocation
size (64B, 256B, 1KB, 4KB, 16KB, 64KB). The calloc variant serves
as a reference point for mitigating residual-data reuse through eager
clearing rather than compartmentalized reuse control.

We leverage throughput (operations per second) to evaluate
overhead (shown in Figure 5. Throughput and memory usage are
largely insensitive to the number of compartments and threads,
making our approach scalable. The throughput overhead is as low as
1% and the average across all settings is 4%. The memory overhead
is close to 1%. Compared with calloc, which can have up to 388%
overhead, our approach avoids the high cost of eager zeroing while
still preventing cross-compartment reuse of residual capability-
bearing memory.

7.3.2  Macrobenchmark. We evaluate the runtime overhead on
three server applications: Nginx (4 compartments), Lighttpd (3
compartments), and Redis (2 compartments). We focus on server
workloads because they exercise realistic cross-compartment inter-
faces under sustained request processing. Memcached is excluded:
under large loads, the CheriBSD baseline failed with a bus error due
to a CheriBSD compatibility issue unrelated to our instrumentation.
To isolate sealing overhead from client-side concurrency effects,
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Figure 6: Macrobenchmark results for applying sealing protection for server applications in our dataset.
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Figure 7: Macrobenchmark results for comparing calloc and heap compartmentalization performance.

each experiment uses a single client thread, and we report averages
over ten runs. For Nginx and Lighttpd, we use ApacheBench (ab)
to measure request throughput for HTTP and HTTPS workloads.
For Redis, we use redis-benchmark with 100,000 operations per
command type. Figure 6 shows that overhead is negligible for all
workloads and applications and remains below 1% in all cases.

calloc Macrobenchmark. We evaluate the impact of replacing
malloc with calloc in our target applications using macrobench-
marks (without applying type-directed sealing). Figure 7 shows
how the overhead of calloc and heap compartmentalization differ
between different applications. While calloc has a maximum of
3.9% overhead for Nginx, HC always remains below 1%. Whereas
the SADD and MSET benchmarks for Redis incur 1.7% and 2.6%
overhead of HC, and 0.9% and 1.8% overhead for calloc.

7.4 Security Evaluation

7.4.1 Preventing Cross-Compartment Heap Reuse. To validate that
heap compartmentalization prevents cross-compartment reuse, we
re-executed the microbenchmark from Section 7.3.1 while recording
the address ranges returned by each allocation. Under the unmod-
ified CheriBSD baseline, same-sized allocations frequently reuse
recently freed chunks, and our harness observes overlap across
compartments in all tested configurations. With heap compartmen-
talization enabled, we do not observe any cross-compartment over-
lap: allocations are consistently served from compartment-specific
regions, and freed chunks are returned to their allocation-owning
compartment rather than being reissued to other compartments.

7.4.2  Protecting Explicitly Shared Heap Objects. Most cross com-
partment struct types are directly amenable to sealing. Across the
six applications, 93% of the shared types are used opaquely by
non-owning compartments and therefore require no field access.
To assess whether the remaining accessor-mediated cases weaken
protection, we examined each accessed field and its transitive reach-
ability.

Table 3 identifies the five struct types for which at least one
application requires field-level access. Three of them, z_stream_s,
asnl_string_st, and ossl_param_st, expose only scalar state
or raw data buffers and do not permit traversal to other typed
struct objects. X509_info_st contains struct pointers (e.g., X509
and X509_CRL*), but these do not recursively expose a larger in-
ternal object graph; reachability terminates at the first level. The
remaining type, GENERAL_NAME_st, is a tagged union for which
the non-owning compartment accesses all fields, and is therefore
excluded from sealing because accessor mediation would provide
little or no additional protection.

The most security-sensitive case is X509_info_st, which may
expose certificate pointers. These accesses nevertheless reflect in-
tended application behavior: Curl inspects certificate state to config-
ure TLS connections and validate peers. Importantly, the capability
to X509_info_st remains sealed, and any subsequent sharing of
it across compartments preserves that sealed representation. A se-
curity risk arises only if the program explicitly extracts one of the
struct’s fields and passes that field to another compartment.

Runtime validation. To further validate that sealing eliminates
traversable cross-compartment object paths, we performed a limited
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Table 3: Struct types requiring accessor functions. #Fields
reports the number of fields accessed by non-owning com-
partments (union across all consuming applications) over the
total number of fields in the struct. fCannot-seal: all fields
accessed by non-owner; excluded from sealing.

Owner Struct Apps #Fields Struct

Type Ptr
zlib z_stream! curl, lighttpd, nginx, wget  10/14  No
7 asnl_str? curl, lighttpd, nginx 3/4  No
2 GEN_N>T  curl, wget 2/2  Yes
& X509 _inf* curl 2/6 Yes
© ossl_par®  lighttpd 3/5 No

12_stream_s 2asn1_string_st 3)(509_im"o_st 4ossl_par‘am_st 5GENERAL_NAME_st

runtime reachability analysis on nginx by embedding a capability
scanner directly into the main program. The scanner performs a
typed traversal rooted at the global ngx_cycle_t, following the
application’s internal struct types to pointers that cross from nginx
into OpenSSL, including the SSL_CTX* stored in server configura-
tion state. For each such boundary capability, the scanner checks
whether the capability is sealed before attempting further traver-
sal. In the baseline binary, these pointers are unsealed, and the
scanner can continue into the OpenSSL compartment and reach
internal objects, whereas sealing in the instrumented binary stops
the traversal at the compartment boundary.

8 Formal Heap Compartmentalization Model

We proceed to defining the formal model of heap compartmental-
ization using CHERI seal and unseal primitives. Our formalization
is fully mechanized in the Rocq [23] proof assistant and available
as an artifact to this paper [28]. Our work is distinct from the ex-
isting CHERI formalization by Zaliva et al. [64] and its subsequent
mechanization [65] where sealing and unsealing is only applied by
store and load operations without concern for heap compartmen-
talization. In our extended logic, new rules for function call and
return commands ensure that capabilities are sealed and unsealed
when getting in and out of their originating compartment.

We reuse the framework of concurrent adversarial separation
logic (CASL [57]), an extensible logic to reason about memory safety
and other security properties from which ATOM.pe is instantiated.
We leverage CASL for its ability to express both correct and in-
correct computations. For space reasons, we focus the section on
proving correct computations examples. We wish to establish the
following capability invariant 7 NV:

Any capability shared outside its owner compartment must be sealed
We first define the syntax of the program logic ATomcpe with new
CHERI specific primitives:

ATOMcpe 3 a ::= compartenter 7 | f(X) | («f)(X) | returns X |

x:=y|x =alloc(sz) | free(x) | y =#x | *x =y | assert P

Figure 8 contains the AToMp, proof rules sufficient for the motiva-
tional example in figure 3 of section 5. We capture the capability
allocation and sealing state of each pointer variable using a triple
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representation of the form (A, U, 7) where the first component is
the allocation state A (allocated) or F (freed), the second compo-
nent is the sealing state S (sealed) or U (unsealed), and the third
component is the capability owner compartment identifier 7.
These CHERI rules ensure that allocation and sealing states are
correctly computed based on the allowed transition system, which
is enforced at the function boundary in the logic. Distinguishing
between caller and callee based sealing and unsealing is not explicit
in the logic, which could be covered at the cost of conciseness of our
rules. Generic n-ary rules for Call and Return actions can easily
be defined in a similar fashion, and we keep our current rules for
simplicity since they are enough to express our examples.

9 Discussion

Heap compartmentalization generalizability. Our transition-time
changes for applying heap compartmentalization are largely allocator-
agnostic, since CheriBSD already mediates cross-compartment calls
through the runtime loader. In contrast, making arbitrary allocators
compartment-aware is non-trivial because it depends on allocator-
specific metadata, caching, and reuse policies. Designing a reusable
abstraction that preserves TCB-only control remains open; thus,
our prototype targets CheriBSD’s default allocator.

CheriBSD maturity. Our implementation targets CheriBSD 25.03,
the latest stable release available at the time of this work. CheriBSD’s
compartmentalization support is still evolving; in particular, function-
pointer wrapping for trampoline-based transitions is present in
25.03 but not enabled by default. Our allocator assumes the in-
tended model in which all cross-compartment transfers, including
indirect calls, are mediated by run-time-linker trampolines. Thus,
the robustness of compartment-ID tracking partly depends on the
maturity of this transition path. We consider this a limitation of the
current software substrate, rather than of the design itself.

Allocation and type-ownership mismatch. Our analysis assumes
allocation and type ownership coincide, but rare cases violate this
assumption. In curl, a zlib-owned struct is embedded within a curl-
owned type; curl derives a pointer to the embedded struct and
passes it to zlib. We handle this by having the owner seal the de-
rived capability for subsequent accesses. This does not strengthen
isolation because the non-owner still controls the enclosing alloca-
tion. Stronger guarantees for such cases are left to future work.

Type confusion attacks. Our approach prevents non-owning com-
partments from directly accessing capabilities that belong to other
compartments, but it does not validate that a sealed capability
passed to an owning compartment has the expected type. Con-
sequently, a malicious compartment may supply a validly sealed
capability of an unintended type, causing the owner to interpret
the referenced object under an incorrect type assumption. Such
misuse can induce type confusion and potentially violate the in-
tegrity of the target compartment. Enforcing type-safe use of sealed
capabilities is left to future work.

Heap Memory Fragmentation. Our heap compartmentalization
does not reserve a fixed amount of memory for each compartment.
Instead, each compartment’s arena obtains memory on demand,
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Logic Command Proof Steps
ngx_ssl_create_conn(ngx_conn_t *c, ... *ctx) {
Alloc X 2 + CompEnter Pi1=ct (AU, Thgx) * ctx = (A S, Tss1) A Teur = Tngx
conn = SSL_new(ctx);
CallUnseal + Frame Py =ct > (AU, Ts50) A Teur = Tssl
s = OSSL_malloc();
Alloc P3=st> (AU, 1s51) * ct > (AU, Tss1) A Teur = Tssl
return s;
RetSeal + Assign Py =c = (AU, Tagx) * conn = (A, S, Tss1) * ctx = (A, S, Tss1) A Teur = Tngx

SSL_set_ex_data(conn, c);
CallMix + Assign + Frame P5 =s - (A U, 7ss1) * data = (A, S, Tngx) * s.ex_data = — A Teyr = Tssl
s->ex_data := data;

Assign Ps =5t (AU, Ts51) *kdata = (A, S, Tngx) * s.ex_data = (A, S, Tngx) A Teur = Tssl
return (...);

RetMix + Assign Py =conn = (A, S, 7ss1) x s.ex_data = (A, S, Thgx) ¥ € = (A U, Tngx) * ctx = (A, S, Tss1) A Teur = Tngx
assert INV;

Assert {P7}

Figure 8: Top: Minimal CHERI logic rules for safe capability sealing and unsealing with heap compartmentalization. Each
capability is represented as a triple of its allocation state (where A stands for Allocated and F for Free), their sealing state (where
U stands for Unsealed and S for Sealed), and their owning compartment identifier. Allocation reuse across compartments
is prevented while (un)sealing allows safe sharing between compartments. Bottom: Proof of the nginx + openssl example
from Figure 3. The capability invariant 7 NV is defined as: Vp.p — (-, x,7,) A holder(p) # 7, = x = S and reads as: Any
capability p shared from its owner compartment 7, to another compartment holder(p) must be sealed when holder(p) is a different
compartment than the owner of p. We note 7., as the current compartment identifier. For each compartment, we distinguish
internal functions #;,; and external functions %,; with (1) = Fin; (1) U Fex: (1) and Fips (1) N Fext (7) = 0. The frame rule inherited
from CASL [57] requires stability conditions and is solely given so the reader can follow the paper’s examples more easily.

so the design imposes no static per-compartment heap limit. How- than in the baseline, particularly under adversarial allocation pat-
ever, memory freed by one compartment can be reused only by terns. Our design therefore does not provide availability isolation
its allocation-owning compartment. This restriction may increase against memory-exhaustion attacks.

fragmentation and cause process-wide memory exhaustion earlier . . .
Accessor and Sealing Decisions. Sealing depends on how non-

owners use a type. Opaque types are sealed directly; for partial
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field access, they remain sealed and accesses are replaced with
owner-side accessors. A type remains unsealed only when non-
owning code accesses its complete representation, since generating
accessors for every field would effectively re-expose the entire
object while providing little additional security. This occurred for
only 3 of the 161 shared types; stronger protection would require
redesigning their interfaces to expose a narrower representation.

10 Related Works
10.1 Uninitialized Memory

Uninitialized memory reads are a well-known source of information
disclosure in low-level systems, and prior work spans both detection
and mitigation. Dynamic tools such as Valgrind Memcheck and Dr.
Memory can track undefined bytes and report uninitialized reads
at runtime [16, 58]. Compiler-based sanitization reduces overhead
relative to full dynamic instrumentation and has been proposed in
the past [42, 59]. Other techniques expose uninitialized reads by
perturbing execution or memory state, including probabilistic/re-
dundant allocation (DieHard) and Differential Replay [13, 19].

Another line of work aims to reduce residual-data exposure by
initializing or scrubbing memory: secure deallocation shortens the
lifetime of sensitive data by clearing on (or after) free [22]; UniSan
proactively initializes kernel allocations to prevent leakage across
privilege boundaries [47]; and Safelnit enforces practical initial-
ization discipline via compiler support [49]. Most closely related
to CHERI, MonCHERI proposes conditional capabilities to enforce
write-before-read semantics without pervasive zeroing, but it relies
on constraints such as sequential initialization to preserve cor-
rectness [31]. In contrast, our work focuses on cross-compartment
disclosure of residual capabilities through heap reuse.

10.2 Heap Partitioning

Heap partitioning has long been used to improve locality, scala-
bility, ownership tracking, and security [12-14, 38, 39, 52]. Per-
compartment allocation pools are also an established compartmen-
talization practice: Native Client [63] and WebAssembly-based sand-
boxes can maintain separate allocator state within each sandbox or
linear-memory instance. We therefore do not claim novelty for parti-
tioning allocator reuse or maintaining trusted current-compartment
state. Our contribution is a CheriBSD-specific integration: library
compartments share a process-wide 1ibc/jemalloc instance, so we
bind arena selection to trusted RTLD transitions and return freed
chunks to their allocation-owning arena without changing applica-
tion or library allocator interfaces.

10.3 Data Sharing and Interface Hardening

The software-compartmentalization SoK [41] separates compart-
mentalization into policy definition (P1), software abstraction (P2),
and runtime enforcement (P3). We assume CheriBSD’s library parti-
tion, infer a type-ownership policy within it (P1), represent shared
objects using sealed handles and accessors (P2), and enforce the
policy with CHERI sealing and lightweight runtime checks (P3).
Our contribution is therefore not a new pointer-analysis algorithm,
but the combination of lightweight static analysis with CHERI
authority enforcement.

CCS ’26, November 15-19, 2026, The Hague, Netherlands

Rather than compute a complete points-to or object graph, we
recover type ownership, interface exposure, and field use. CHERI
metadata resolves residual uncertainty at runtime: function capa-
bilities distinguish cross-compartment indirect calls, while guarded
seal/unseal operations tolerate capabilities arriving in either state.
This lets us remain conservative without treating every uncertain
interaction as cross-compartment [41].

Automatic partitioning and message passing. Privilege-separation
systems such as PrivTrans [17], Wedge [15], Glamdring [43], Google
SAPI [30], and CompARTist [35] isolate components using pro-
cesses, enclaves, or generated RPC interfaces. PtrSplit [44] auto-
mates much of the resulting marshalling, while Program Mander-
ing [45] additionally optimizes compartment boundaries. These
approaches provide strong isolation, but pointer-rich APIs must
be serialized, copied, or translated into new handle protocols. Our
approach instead preserves the existing address space, object layout,
pointer identity, and call interface: sealed capabilities can still be
stored and passed back, but not dereferenced by non-owners.

Cali [11] similarly avoids deep-copy marshalling by placing al-
locations shared with an isolated library in shared memory. Its
protection unit is an allocation or region; ours is the authority-
bearing reference, allowing an object to remain reachable while
restricting dereference authority to its owner.

Typed interface hardening. RLBox [51] exposes sandbox values
through C++ tainted types and requires validation at relevant
call sites, while LXFI [48] constrains kernel-extension interfaces
through software fault isolation, type restrictions, and API-integrity
rules. These systems provide broader protection against hostile out-
puts, callbacks, and control-flow misuse, but require sandbox-aware
APIs, validation logic, specifications, or wrappers. Our mechanism
addresses the narrower problem of unnecessary dereference au-
thority and automatically inserts enforcement without changing
existing application or library interfaces.

Kernel—driver shared state. KSplit [37] uses data flow and alias
analysis to identify state shared between Linux drivers and the ker-
nel, then generates specifications and synchronization for isolated
copies. Since both sides may modify shared state, it must reason
about aliases, marshalling direction, and synchronization.

Our target pattern is simpler: a library such as OpenSSL defines
an object representation, while other compartments typically only
store and forward its pointer. We therefore assign ownership by
type and expose non-owners only to opaque sealed handles. Small
required field subsets are mediated by owner-side accessors; types
extensively used by multiple compartments remain unsealed. This
occurred for only three of 161 shared types in our evaluation.

Burtsev et al. [18] likewise advocate isolated heaps, single own-
ership, and explicit interfaces for kernel-driver state, but assign
ownership per object and allow it to change dynamically. Our stable
type ownership is less expressive, but enables automatic enforce-
ment at existing C library interfaces.

Selective protection of sensitive data. DataShield [20], SeCage [46],
xMP [56], type-based data isolation [50], and compiler-based in-
memory encryption [53] protect explicitly designated sensitive
data using isolation, bounds checks, virtualization, or encryption.
DynPTA [54], for example, combines conservative pointer analysis
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with dynamic labels to avoid encrypting nonsensitive objects. These
systems track sensitivity across potentially aliasing accesses; our
runtime checks instead resolve only compartment-boundary and
capability-state uncertainty.

Compartment-interface vulnerability analysis. DUI Detector [34],
ConfFuzz [40], and CivScope [21] show that compartment inter-
faces can remain vulnerable to attacker-controlled dereferences,
confused deputies, and hidden-state exposure. These systems pri-
marily detect or characterize unsafe interfaces. Our mechanism
instead enforces one specific property: non-owners cannot derefer-
ence unnecessarily delegated capabilities to owner-defined heap
objects. It does not address scalar validation, API ordering, TOC-
TOU, or general interface vulnerabilities.

CHERI compartment systems. CHERIOT [7, 8] uses sealed capabili-
ties as type-safe opaque handles throughout a clean-slate embedded
RTOS and provides hardware/software mechanisms, such as local
or no-capture capabilities, unavailable in Morello/CheriBSD. Our
contribution is not the use of sealing itself, but automatically iden-
tifying C references that already follow opaque-handle semantics
and retrofitting sealing into existing CheriBSD applications with-
out changing their public interfaces. To our knowledge, prior work
has not combined automatic type-ownership inference with CHERI
sealing for existing CheriBSD library compartments.

11 Conclusion

In this paper, we showed how capability leakage is still a problem
in compartmentalized CHERI systems. To mitigate this attack vec-
tor, we proposed type-directed capability sealing (whose logic is
certified in Rocq) , and complemented it with a CheriBSD-specific
adaptation of established per-compartment allocation pools to pre-
vent capability leakage through cross-compartment heap reuse.
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A Open Science

We have reported and provided fixes for the allocator issues we
identified that have been merged upstream [33]. Our tool, the data
generated in the paper, and a more complete version of our paper
are available on GitHub [28]. For long-term availability, the version
of the artifact corresponding to the results reported in this paper
has also been archived on Zenodo [29].

B Ethical Considerations

This work studies capability leakage and the affected stakeholders
include CHERI users, maintainers, application developers, and the
broader research community. We identified allocator defects that
could weaken CHERI’s security guarantees and responsibly dis-
closed them to the CHERI/CheriBSD developers. We also provided
fixes, which have since been merged upstream. Our experiments
used controlled test systems and involved no human subjects, pri-
vate user data, or production services.
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