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System call filtering restricts applications to the system calls they require, but inferring accurate syscall sets
for binary-only programs remains challenging. A central difficulty lies in recovering precise control-flow
information from binaries: over-approximation leads to overly permissive syscall filters, while missed control-
flow edges result in unsound policies. Although many techniques have been proposed to improve control-flow
recovery in binaries, their practical impact on syscall inference remains poorly understood.

In this work, we conduct an empirical study of syscall inference from binaries using multiple off-the-shelf
binary analysis tools. We evaluate how different control-flow refinement techniques affect inferred syscall sets
in practice. Our experiments on real-world applications show that refinements targeting individual control-
flow transfers (e.g., call-site and callee argument matching) substantially improve per-call target precision but
often do not reduce the overall syscall set. In contrast, techniques that reduce the global set of address-taken
functions—such as leveraging relocation information to accurately identify code pointers—yield the most
significant syscall reductions. Finally, we identify a practical lower bound on syscall reduction achievable via
sound static binary analysis alone, and show that further improvements are likely to require configuration or
workload-aware specialization.
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1 Introduction

Applications rely on system calls to access operating system services such as file I/O, memory
management, and networking. Modern operating systems like Linux expose a large system call
interface, with over 300 distinct system calls across architectures. While most applications require
only a small subset of these services, the default execution environment permits all system calls,
substantially increasing the attack surface. Classic exploitation techniques such as ROP [9, 11, 13, 14,
44] and return-to-libc [47] leverage control-flow corruption to invoke unintended library functions,
effectively enabling unauthorized system call invocations. System call filtering [15, 23, 25, 41]
enforces a least-privilege policy by restricting applications to only the system calls they require.
Mechanisms such as seccomp [1] enable efficient runtime enforcement of these policies, mitigating
the impact of control-flow hijacking and post-exploitation activities. However, deploying syscall
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filtering in practice remains challenging: filters must be precise enough to preserve functionality
while avoiding unnecessary system call exposure.

Ability to infer system calls for closed-source software and legacy applications without vendor
support can be beneficial. Production software is typically distributed and deployed in binary form.
Operating directly on binaries removes dependence on vendor cooperation or proprietary build
environments, enabling users to exercise greater control over the security of deployed software.
Moreover, binary-level analysis can be more complete than source-based approaches. Real-world
programs often include proprietary third-party components and handwritten assembly code that
are invisible to source-level analyses but may introduce additional system calls. Analyzing the
binary ensures that syscall inference reflects all code executed at runtime.

However, deriving syscall filters from binaries is challenging due to the loss of high-level program
structure, including explicit function boundaries and type information. Despite extensive prior
work on binary analysis [8, 16, 17, 35, 37, 40, 45, 50], recovering accurate control-flow graphs
(CFGs) from binaries remains an open problem. Sysfilter [15] represents a state-of-the-art approach
that infers syscall policies from binaries using context-sensitive control-flow refinement to reduce
over-approximation in the inferred syscall set. While its techniques are effective in principle, its
practical deployment faces limitations. Sysfilter is built on Egalito [50], which currently supports
only position independent executables and imposes environmental constraints on deployment,
thereby limiting its applicability in real-world settings.!

Other widely used binary analysis tools [8, 26, 35, 37, 40, 42, 49, 50, 54] attempt to recover control-
flow information using static analysis, but their precision varies substantially in practice. While
prior studies [5, 36] have evaluated control-flow recovery in isolation, the practical implications of
these differences for downstream security mechanisms—particularly syscall filtering remain poorly
understood. Motivated by this gap, we present an empirical study of syscall inference from binaries
using off-the-shelf binary analysis tools. Our goal is to understand how existing tools behave in
practice, what limits their precision and soundness, and which refinements meaningfully improve
syscall filtering in real-world settings. We structure our study around the following research
questions:

e RQ1 (Feasibility across real-world binaries): To what extent can off-the-shelf binary
analysis tools handle real-world programs in practice—including stripped and unstripped
binaries and different compiler optimization levels when inferring system call filters?

e RQ2 (Precision and soundness): How precise and sound are the syscall filters inferred
by different tools, and how do they compare in terms of syscall over-approximation and
correctness?

¢ RQ3 (Impact of control-flow refinement): To what extent do control-flow and indirect-call
refinement techniques reduce inferred syscall sets, and which refinements provide the most
practical benefit?

¢ RQ4 (Limits of static syscall reduction): What limits further syscall reduction after
aggressive control-flow refinement using static binary analysis?

1.1 Contributions

This paper presents an empirical study of system call inference from binaries using contemporary
binary analysis tools. Specifically, we make the following contributions:

e Comprehensive evaluation of binary analysis tools. We empirically evaluate five widely
used binary analysis platforms: IDA-Pro [26], Ghidra [42], BinaryNinja [49], Angr [45], and

IEgalito is tightly coupled to a specific system environment and depends on glibc 2.27. In our experiments, we were unable
to build or run Egalito on Ubuntu 22.04, which ships with glibc 2.35.
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SAFER [37]—on real-world applications, analyzing robustness, precision, and soundness across
different compiler optimization levels and stripped/unstripped binaries. We also reimplement
and evaluate refinement techniques from prior work, including relocation-based code-pointer
identification [17, 50], call argument matching [48], and Sysfilter’s context-sensitive control-
flow graph refinement [15].

We also introduce two new refinements—data-section splitting and escape analysis—to further
reduce syscall over-approximation.

Practical limits of static syscall inference. By analyzing the provenance of residual
syscalls after aggressive refinement, we identify a practical lower bound on syscall reduction
achievable via sound static binary analysis. Our results indicate that further reductions require
configuration- or workload-aware techniques (e.g., profile-guided analysis or deployment-
specific specialization), which trade generality for tighter syscall filters.

A modular framework for syscall inference from binaries. We design and implement
a backend-agnostic framework for syscall inference that supports multiple binary analysis
tools and provides a configurable interface for enabling or disabling individual refinement
techniques. This framework enables easy integration and evaluation of future analysis tools.

2 Background

Conceptually, syscall filtering is analogous to control-flow integrity (CFI) [3, 53, 55]: both techniques
require statically approximating a program’s permissible behavior and enforcing that approximation
at runtime. While CFI enforces valid control-flow transfers, syscall filtering enforces valid kernel
interactions. In the binary-only setting, syscall filter must be derived directly from executables and
shared libraries. This requires recovering control-flow information from binaries and identifying
all code paths that may reach system call instructions, either directly or through library wrappers.
Due to the absence of type information and high-level program semantics, accurate control-flow
graph recovery is challenging [5, 36].

2.1 Binary Analysis and Control-Flow Recovery

Binary analysis aims to recover program structure from compiled executables, including functions,
control-flow graphs (CFGs), and call graphs. A central challenge in this process is handling indirect
control-flow transfers. Source-level constructs such as virtual functions, switch-case blocks and
code involving function pointers are compiled into indirect calls/jumps. Unlike direct calls/jumps
whose targets are embedded in the instruction and can be retrieved easily, retrieving the targets of
indirect calls is hard.

To conservatively model indirect control flow, binary analysis tools identify address-taken func-
tions—functions whose addresses may be stored in registers or memory and later invoked indirectly.
Unresolved indirect calls are typically linked to all address-taken functions, which can signifi-
cantly over-approximate the CFG. As a result, inaccuracies in CFG recovery propagate directly to
downstream analyses such as syscall inference, often leading to overly permissive syscall filters.

The goal of this paper is to empirically evaluate how limitations in binary control-flow recovery
translate to imprecision in syscall inference. By studying existing tools and refinement techniques on
real-world binaries, we aim to identify which refinements meaningfully reduce over-approximation
and where static analysis reaches its practical limits for further syscall reduction.

2.2 Assumptions

Our experiments target x86-64 Linux binaries. We do not assume the availability of symbol or debug
information in program binaries. Our analysis is global in scope: all components of a program,
including statically and dynamically linked third-party libraries, are analyzed when available at
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Fig. 1. Architecture of the syscall inference framework. The design decouples back-end-specific binary analysis
from global call graph reasoning and syscall set generation.

analysis time. Although we build the target applications in our evaluation set, we do not rebuild
their dependent libraries; instead, we analyze the default system libraries present on the evaluation
host. Libraries loaded dynamically at runtime or programs executed via execve are considered
outside the static analysis scope unless explicitly included.

3 Framework Implementation
3.1 Design Goals

Our framework is designed to support a systematic and empirical evaluation of system call inference
from binaries using existing analysis tools. To this end, it is guided by two primary design goals.

First, the framework is back-end-agnostic. It decouples syscall inference logic from the underlying
binary analysis engine, allowing multiple off-the-shelf binary analysis tools to be used interchange-
ably. This design enables direct comparison of tools that employ different analysis strategies and
assumptions. Second, the framework supports experimentation with different precision-improving
techniques. It provides well-defined interfaces for incorporating and selectively enabling analysis
refinements, enabling controlled ablation studies to assess their impact on control-flow precision
and inferred syscall sets.

3.2 Architecture

Figure 1 illustrates the high-level architecture of the framework. The framework is organized into
two layers: a back-end-specific analysis layer and a back-end-independent global reasoning layer.

The back-end-specific layer interfaces with off-the-shelf binary analysis tools and is responsible
for extracting function-level analysis artifacts. In our study, we use IDA Pro [26], Ghidra [42],
Binary Ninja [49], angr [45], and SAFER [37] as back-end analysis engines. Each back-end performs
disassembly and function-local analysis according to its own policies, while exporting a uniform
set of function-level artifacts to the framework.

The global reasoning layer consumes the function-level information produced by the back-end
and performs back-end-independent analysis. It constructs a global call graph, links unresolved
indirect calls with potential targets, and traverses the call graph starting from the program entry
point to determine reachability. When a reachable function contains a system call, the corresponding
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syscall number is added to the inferred syscall set. This separation of function-local extraction
and global reasoning allows syscall inference logic and control-flow refinements to be applied
uniformly across different back-ends.

In addition to the back-end analysis tools, our framework supports a collection of control-
flow refinement techniques that operate in the global reasoning layer. These include relocation-
based address-taken (AT) identification, Sysfilter’s context-sensitive AT refinement [15], function
signature matching, global constant propagation, data-section splitting, and escape analysis. All
of these refinements are implemented on top of SAFER to provide a consistent and controlled
evaluation environment. Since the original Sysfilter is built on Egalito [50], which is tightly coupled
to Ubuntu 18.04 and does not operate reliably outside this environment, we reimplemented only its
context-sensitive AT refinement within our framework. This design allows us to evaluate Sysfilter’s
core idea alongside other refinement techniques while remaining independent of the original
implementation.

4 Recovering Function-Level Artifacts From Binary

The first step in inferring system calls is to recover functions and their control flow. Specifically,
the calling relationships between functions—and to identify syscall instructions within each
function along with their corresponding system call numbers. In this section, we examine how
each binary analysis tool evaluated in our study implements these tasks, and we discuss the sources
of imprecision inherent in each tool.

4.1 Disassembly and Function Recovery

Disassembly and function recovery form the foundation of syscall inference from binaries. Errors
at this stage—such as missed functions or spurious function boundaries—propagate to downstream
analyses and can lead to unsound syscall filters or overly conservative syscall sets.

IDA-Pro and Ghidra primarily rely on recursive descent disassembly [36], starting from known
function entry points and following control-flow edges to discover reachable code. These entry
points include the program entry, addresses listed in export tables (e.g., entries in the .dynsym
section of ELF binaries), and program initialization and cleanup routines (e.g., functions in the
.init and .fini sections). Direct call targets encountered during traversal are also treated as
candidate function entry points. Recursive descent may leave gaps when control-flow edges cannot
be resolved; to mitigate this, both tools leverage exception handling metadata from the .eh_frame
section to recover additional function boundaries [36]. Prior work has shown that exception
handling metadata significantly improves function recovery accuracy [38].

SAFER adopts a static and statistical disassembly approach based on DASSA [40], which has been
shown to achieve substantially higher accuracy—up to three times better than several contemporary
disassemblers such as angr, Ghidra, and Ddisasm [19]. Recent versions of SAFER also support the
use of exception handling metadata via the .eh_frame section, which we enable in our framework
to further improve function recovery.

BinaryNinja and Angr follow a similar recursive descent strategy but complement it with linear
scanning of remaining gaps to increase code coverage. Instructions discovered through linear
scanning are subsequently grouped into functions based on direct call targets and local control-flow
structure [36]. While linear scanning improves coverage, it may result in false negatives in function
identification when functions are reachable only through indirect calls and pointer analysis is
imprecise, potentially leading to incomplete syscall inference.
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4.2 Control Flow Recovery

After disassembly and function identification, the next step is to recover control flow within each
function and record inter-function call targets. This information is used to determine reachability to
functions that may invoke system calls. Direct control-flow transfers, such as direct calls and jumps,
can be resolved syntactically from instruction operands. In addition, we explicitly recover inter-
module call targets mediated through the Procedure Linkage Table (PLT). For dynamically linked
binaries, we resolve PLT entries by analyzing the Global Offset Table (GOT) and the corresponding
relocation entries, enabling accurate identification of external function call targets across module
boundaries.

In contrast, indirect calls and jumps whose targets are computed at runtime are substantially
harder to resolve statically and require additional analysis, which we discuss next.

4.2.1 Handling Indirect Control Flow Transfers. Modern binary analysis tools provide limited
support for resolving indirect calls and jumps using intra-function analysis. As observed by Pang et
al. [36], tools such as Ghidra, Angr, and BinaryNinja employ intra-procedural techniques—including
value-set analysis and constant propagation—to resolve certain classes of indirect control flow, most
notably jump tables generated by switch-case constructs. In addition to jump tables, IDA Pro and
Binary Ninja can identify trivial cases of function pointer table based dispatch where the table is
loaded and dereferenced within the same function. SAFER primarily focuses on jump-table recovery
and leverages the SJA framework [35], which also detects similar trivial function-pointer dispatch
patterns. Indirect calls arising from virtual dispatch, callbacks, and other cases where pointers flow
across multiple functions or memory objects remain particularly challenging for function-local
analysis. A common conservative fallback is to associate unresolved indirect transfers with all
address-taken functions, which substantially over-approximates the call graph and can inflate
inferred syscall sets.

4.2.2  ldentifying Address-Taken (AT) Functions. Identifying functions whose addresses are stored
in registers or memory is a key step in controlling over-approximation during syscall inference. In
our framework, unresolved indirect calls are conservatively linked to address-taken (AT) functions;
consequently, the size of the AT set directly determines the extent of call-graph expansion and the
resulting syscall set.

IDA Pro, Ghidra, and Binary Ninja employ simple heuristics to identify address-taken functions,
typically by scanning for immediate operands or constants in instructions and data sections that
coincide with known function entry addresses [36]. SAFER relies on a similar strategy and addition-
ally uses DASSA’s [40] analyses to validate that candidate pointers refer to valid function entry
points, thereby reducing certain classes of false positives. These approaches involve a fundamental
trade-off. They may introduce false positives, as not all constants resembling function addresses
are used as function pointers, and false negatives, as function pointers derived through arithmetic
or constructed dynamically remain invisible to direct scans. A fully sound alternative of treating all
functions as address-taken would eliminate false negatives but is impractical due to the resulting
explosion in call-graph size. Consequently, existing tools implicitly assume that function addresses
are referenced directly and restrict their analysis to these simple cases.

Angr applies additional heuristics to reduce false positives by filtering constants that are likely
floating-point values or strings. While this improves precision, it can further increase false negatives
by discarding legitimate function pointers that do not match expected patterns. This limitation is
reflected in our evaluation, where a portion of the system calls missed by angr can be attributed to
false negatives in address-taken function identification.
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We also observed subtle but impactful differences in address-taken function policies across tools.
IDA-Pro and Ghidra conservatively treat entries in the dynamic symbol table as address-taken
functions, whereas SAFER, Angr, and BinaryNinja do not. This policy choice leads to noticeably
larger AT sets—and corresponding syscall over-approximation for IDA-Pro and Ghidra. SAFER
treats certain disassembly gap start addresses present in the .eh_frame section as address-taken
functions, introducing a distinct source of over-approximation.

4.2.3 Non-Returning Calls. Correctly identifying non-returning calls (e.g., calls to functions such
as exit that do not return) is critical for accurate function boundary identification and control-flow
graph recovery. Recursive disassembly typically assumes that control returns to the fall-through
instruction after a call; this assumption does not hold for non-returning functions. Failure to identify
such calls lead to spurious fall-through edges and over-approximation in the recovered CFG, which
can in turn inflate the inferred syscall set. Prior work by Pang et al. [36] shows that tools such as
IDA Pro and Ghidra struggle to accurately identify non-returning functions, a limitation that is
also reflected in our results, where a portion of the over-approximated syscalls can be attributed to
misidentified non-returning calls.

4.3 Syscall Identification

The final step is to identify syscall instructions in each disassembled function and resolve the
corresponding system call numbers. On x86-64 systems, the syscall number is typically placed in
the RAX register prior to execution, and recovering its value requires data-flow analysis such as
constant propagation.

For both Ghidra and Angr, we leverage built-in reaching-definition analysis to identify the
instruction(s) that define the syscall-number register prior to each syscall instruction. This anal-
ysis yields candidate definition sites but does not directly provide the concrete syscall number,
necessitating an additional value-recovery step. In angr, we recover register values by executing
a single instruction from each reaching definition site using a blank symbolic state and reading
back the resulting register value. If the value becomes concrete, the syscall number is extracted
via the solver interface; otherwise, dependencies on other registers are recursively tracked until a
concrete value is recovered or resolution fails. In contrast, the Ghidra back-end explicitly decodes
defining instructions by recursively interpreting Pcode operations, including register assignments
and arithmetic and bitwise operations. If the value depends on unsupported operations or memory
loads, the syscall number remains unresolved.

IDA Pro and Binary Ninja rely on built-in register-value analysis that performs local constant
propagation and constant folding. When the syscall-number register is resolved to a concrete
constant, the value is obtained directly via the analysis API; values derived from memory loads or
otherwise unresolved locally are treated as unknown. Note that we did not encounter any case in
our evaluation where the call graph reaches an unresolved syscall.

In SAFER, syscall numbers are recovered using its abstract interpretation framework based on the
BaseLH abstract domain, which represents values as intervals of the form (base, [low, highl).
SAFER performs a forward data-flow analysis from the function entry to each syscall instruction
and computes the abstract value of the syscall-number register at that point. When the interval
collapses to a single value (i.e., low == high), the syscall number is resolved precisely; otherwise,
the analysis conservatively enumerates all syscall numbers within the interval [low, high].

In addition to direct syscall instructions, we handle syscall wrapper functions, which invoke
syscalls through regular function calls and pass the syscall number as an argument rather than
loading it directly into the syscall-number register. We identify calls to known wrapper functions and
recover the syscall number from the corresponding argument register at the call site. Programs may
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also define local syscall wrappers. We identify these by detecting functions containing unresolved
syscall instructions whose syscall-number register depends on an argument register and that are
invoked from multiple call sites.

5 Global Call Graph and Syscall Set Generation

The global reasoning plane consumes function-level artifacts produced by the back-end analysis to
construct a whole-program view of control flow. Its primary goal is to determine which system
calls are reachable from program entry points while avoiding unnecessary over-approximation.

For each function, the back-end exports a uniform set of artifacts, including the function entry
address and name, all call sites along with their resolved targets, and any unresolved call or
jump sites. For inter-module calls mediated via the PLT, the back-end additionally provides the
referenced function name and, when available, the corresponding library name obtained from
relocation metadata. If a function contains syscall instructions or syscall-wrapper invocations, the
back-end also exports the set of resolved syscall numbers associated with those sites.

Using these artifacts, we implement a single on-the-fly algorithm that incrementally constructs
the global call graph while simultaneously collecting reachable system calls. The algorithm proceeds
as follows:

(1) Resolve program dependencies (dynamically linked libraries) and perform function-local anal-
ysis for every module (main binary and each dependency). Each back-end exports function-
level artifacts (function boundaries, call sites, resolved call targets, unresolved indirect sites,
address-taken function set, PLT entries, and per-site syscall information).

(2) Initialize a work queue with the program entry points (the main function and initialization/-
cleanup routines).

(3) While the work queue is non-empty, pop the next function and process its outgoing control-
flow:

e For direct calls to known callees, enqueue the callee if not already visited.

e For PLT-mediated inter-module calls, resolve the target by matching the exported function
name (and library name when available) against the program’s dependency modules, and
enqueue the resolved function if found.

o For unresolved indirect calls/jumps, conservatively link the call to the set of address-taken
functions exported by the back-end and enqueue any newly reachable AT functions.

o If the current function contains a syscall (or a resolved syscall-wrapper invocation), add
the syscall number(s) determined by the function-local analysis to the inferred syscall
set. If a syscall number is unresolved, treat it conservatively per the policy (e.g., mark as
“unknown” or include the full syscall universe). We reiterate that we did not encounter any
case in our evaluation where the call graph reaches an unresolved syscall.

(4) Continue until the queue is exhausted; the union of recorded syscall numbers is the inferred
(conservative) syscall set.

6 Precision Improvements

In this section, we explore techniques for refining the targets of indirect calls and jumps. As
discussed in Section 4, contemporary binary analysis tools primarily resolve intra-procedural
indirect control-flow transfers, such as jump tables, leaving most indirect calls involving virtual
dispatch or pointer propagation unresolved.

Prior work [15, 21, 28, 48, 50, 53] has proposed a variety of techniques to improve indirect-
call precision. Some techniques focus on pruning infeasible targets at individual indirect call
sites [21, 28, 48], thereby reducing the average number of targets per call. Other techniques aim
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to reduce the global set of address-taken functions [15, 50], which indirectly constrains the target
sets of unresolved calls. Although both approaches improve control-flow precision, their impact on
syscall inference differs significantly.

For syscall inference, improvements limited to individual indirect calls are often insufficient: as
long as any indirect call remains unresolved, it must be conservatively linked to the full address-
taken set, resulting in no reduction in the inferred syscall set. In contrast, techniques that reduce
the overall address-taken set can directly shrink this conservative approximation and therefore
have a meaningful impact on syscall filtering.

In the remainder of this section, we discuss representative techniques along both dimensions and
evaluate their effectiveness in practice. We additionally present new approaches aimed at reducing
the address-taken set, including heuristics for data-section splitting and a static pointer escape
analysis.

6.1 Function Signature Matching

Function signature matching aims to refine indirect call targets by exploiting compatibility between
call sites and potential callees. TypeArmor [48] is the first work to explore this idea in the context
of enforcing control-flow integrity (CFI) [3, 53, 55] on binary executables. The core intuition is that,
even when an indirect call cannot be resolved precisely, many candidate targets can be ruled out if
their function signatures are incompatible with how arguments are prepared at the call site.

In binaries, explicit type information is unavailable, making precise reconstruction of function
prototypes difficult. TypeArmor [48] therefore adopts a conservative, count-based many-to-many
matching strategy based on argument counts and return-value usage. At each indirect call site, it
computes an upper bound max on the number of arguments prepared, while for each potential
callee it computes a lower bound min on the number of arguments consumed. A call site cspax
may target a callee f;, if min < max, reflecting the fact that binaries may legally pass more
arguments than a callee uses. TypeArmor additionally enforces return compatibility by disallowing
call sites that expect a return value from targeting void functions. We follow the same conservative
argument-count and return-usage matching policy in our implementation.

We further extend signature matching with coarse-grained argument type inference. Each
argument is classified as one of four abstract types: pointer, integer or unknown. Pointers are
identified via memory dereferences or offsets from RSP or RIP, integers are constants outside the
binary’s address range, and both denotes constants within the address range. Arguments whose
types cannot be inferred are marked unknown. During matching, unknown is allowed to match any
type. Integer and pointer are treated as incompatible.

Overall, function signature matching refines targets at individual indirect call sites by reducing
the average number of feasible callees per call. However, its impact on syscall inference is limited.
Due to inherent imprecision in binary analysis, there typically exists at least one indirect call site
with a maximally permissive signature—i.e., the highest inferred argument count and all arguments
classified as unknown. Such a call site must be conservatively linked to the entire address-taken
function set during global call-graph construction, resulting in no reduction in the inferred syscall
set.

6.2 Global Constant Propagation

Most binary analysis tools, including IDA-Pro, Ghidra, BinaryNinja, and Angr, perform intra-
function (local) constant propagation by default to resolve certain indirect control-flow targets.
This is effective for simple cases where constant values are assigned and consumed within the
same function. Recent work such as SysPart [41] also leverages local constant propagation as part
of its analysis.
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Our goal is to address cases where constant values—particularly function pointers—are passed
across function boundaries. A common example is library routines such as gsort, which accept a
comparison function as an argument and invoke it indirectly within the callee. In such cases, the
indirect call target cannot be resolved using function-local analysis alone, as the constant value
originates at the call site of the library function rather than within the callee.

To enable inter-procedural propagation of such constants, we augment our function-local anal-
ysis to export additional information. Specifically, for each call site, we record argument value
information, including both the coarse-grained type information described in Section 6.1 and any
concrete constant values when available. In addition, for each indirect call or jump, we record
whether the target is read directly from a register and, if so, which argument register it depends on.
Using this information, we extend the global control flow graph generation process to perform a
form of global constant propagation across the call graph, allowing constants passed as arguments
to be propagated to indirect call sites in callees.

Note that we do not apply similar inter-procedural propagation to return values. In practice,
return values are less frequently used as indirect call targets, and propagating them soundly across
multiple return paths and call sites would introduce significant complexity while offering limited
benefit for syscall inference.

Despite these extensions, global constant propagation remains inherently limited. Many indirect
calls and jumps do not directly use constant values or argument registers, or their values are
overwritten, merged across control-flow paths, or loaded from memory. Such cases cannot be
resolved by constant propagation and must still be conservatively linked to the address-taken
function set. As a result, while global constant propagation can resolve a small number of additional
indirect calls, its overall impact on reducing the inferred syscall set is limited, as we show in our
evaluation.

6.3 Relocation-Based Address-Taken Identification

A major source of over-approximation in identifying address-taken (AT) functions is the difficulty
of distinguishing genuine code pointers from integer constants that merely resemble function
addresses. Simple heuristics based on scanning instructions and data sections for address-like
values often misclassify integers as function pointers, unnecessarily increasing the global AT set.

Many binary rewriting systems such as CCFIR [53], SBR [39], Retrowrite [17], Egalito [50], and
Sysfilter [15] instead leverage relocation metadata to accurately identify code pointers. Position-
independent executables (PIEs) cannot contain absolute code or data addresses because the operating
system may load the executable at an arbitrary base address as part of address space layout
randomization (ASLR). Consequently, the linker emits relocation entries identifying locations that
require address fixups during program loading. These entries precisely identify values that are
intended to represent code or data pointers, allowing them to be distinguished from ordinary
integer constants.

PIE has become the default compilation mode in modern compiler toolchains (e.g., GCC and
Clang) on most Linux distributions to support ASLR-based defenses. As a result, relocation metadata
is widely available in contemporary binaries, making relocation-based code-pointer identification
practical for real-world deployments.

In our framework, this relocation-based AT identification serves as the baseline refinement upon
which all subsequent refinements are applied.

6.4 Sysfilter-Style Context-Sensitive Address-Taken Set Refinement

Sysfilter [15] is a state-of-the-art static approach for inferring syscall filters from binaries. Beyond
relocation-based filtering, Sysfilter applies an iterative, context-sensitive process to further refine
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Algorithm 1: Context-based pointer refinement (Sysfilter-style)

Input :Entry points; function artifacts; optional symbol/object metadata
Output:Discovered pointers Ptrs; reachable functions Reach

1 Ptrs <2

2 Reach « {entry points}

3 repeat

4 NewPtrs « @

5 NewReach « @

6 foreach function fin Reach do

7 NewPtrs « NewPtrs U CodeOriginPtrs(f)

8 foreach data object reference o in f do

9 if metadata for o available then

10 ‘ NewPtrs « NewPtrs U CodePtrs(o)

11 else

12 L NewPtrs «— NewPtrs U AllPtrsInDataSection
13 Resolved «— ResolvelndirectCalls(f, Ptrs U NewPtrs)
14 NewReach < NewReach U Resolved
15 Ptrs < Ptrs U NewPtrs
16 Reach < Reach U NewReach

17 until no change in Ptrs and Reach
18 return Pirs, Reach

indirect call targets. We implement and evaluate an equivalent method, summarized in Algorithm 1.
The algorithm maintains two evolving sets: the set of reachable functions (Reach) and the set of
discovered function pointers (Ptrs). Starting from program entry points, it iteratively traverses
functions reachable via direct control-flow edges. During each iteration, pointers originating
directly in reachable functions (e.g., immediate operands or instruction-pointer—relative constants)
are added via CodeOriginPtrs (line 7). When a reachable function references a data object, the
algorithm handles pointers stored in data conservatively (lines 9-13): if symbol or object metadata
is available, only code pointers embedded in that object are added; otherwise, function pointers
present in the entire data section are included upfront. The accumulated pointer set is then used to
resolve unresolved indirect calls in reachable functions, potentially expanding the set of reachable
functions (lines 15-16). This process repeats until a fixpoint is reached, ensuring that only pointers
reachable under valid execution contexts contribute to the final address-taken set.

6.5 Data Section Splitting

Data section splitting aims to reduce over-approximation introduced by treating all data-derived
pointers uniformly. The goal is to approximate the benefits of Sysfilter’s symbol information based
analysis even when full symbol information is unavailable, as is common in stripped binaries.
We begin by identifying a set of known data objects through static analysis. These include jump
tables, statically identifiable function pointer tables, and objects referenced via symbols in dynamic
symbol tables or export tables. In addition, we apply layout-based heuristics to identify likely
virtual tables in data sections by detecting regions that exhibit vtable-like structure—namely, a
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small constant offset field followed by a pointer to type metadata and one or more consecutive
code pointers aligned at word boundaries.

These known objects form an initial partitioning of the data section. The remaining gaps between
identified objects are conservatively treated as separate data objects. This produces a complete
partitioning of the data section into disjoint candidate objects.

Given a pointer into the data section, we determine its corresponding points-to set by first
identifying the object(s) it may refer to. For the candidate data object, we scan its contents to
identify embedded pointers. If a code pointer is found, it is added to the points-to set. If a data
pointer is found, we recursively resolve the corresponding data object and include its points-to set.
This recursive resolution continues until a fixpoint is reached.

6.6 Escape Analysis

While data section splitting improves the precision of points-to sets, not all data or code pointers
are relevant to indirect control flow. Escape analysis aims to determine whether a pointer can safely
be ignored for the purposes of indirect call resolution. Similar analysis was first introduced by
Priyadarshan et al. [37] where escape analysis was used in the context of identifying and recreating
jump tables in binaries.

Given a pointer created or taken within a function, we perform an intra-procedural taint analysis
to track its flows. A pointer is considered escaping and therefore relevant if it flows into an indirect
call or jump target. In addition, a pointer is conservatively treated as escaping if it flows to a
function argument, a return value, global memory, or heap or stack storage, as such flows may
later influence indirect control flow outside the current function.

If none of these escape conditions are met, the pointer is considered non-escaping and is ignored
during indirect call resolution. This filtering step eliminates a large number of spurious data and
code pointers that are local to a function and do not affect control-flow behavior.

In our framework, escape analysis is applied in conjunction with data section splitting: only
pointers that escape are subjected to object-based resolution, while non-escaping pointers are
discarded. Together, these techniques significantly reduce the global address-taken set without
sacrificing soundness.

7 Evaluation
7.1 Experimental Setup

Evaluated Binaries. We evaluate our framework on a set of widely used, real-world applications:
Apache HTTP server (Apache-httpd), Bind, BlazingMQ, Comdb2, lighttpd, Memcached, Mysql, Nginx,
Proftpd, Postgresql, and Redis. These applications span diverse domains such as web serving, database
systems, and network services. Each program is compiled using GCC at multiple optimization
levels (00, O1, and O2) and evaluated in both stripped and unstripped configurations. We note that
MySQL could only be successfully built and evaluated at optimization level O2.

Host Machine. All experiments are conducted on an x86-64 machine running Ubuntu 22.04.4 LTS
with a stock Linux kernel. The system is equipped with an AMD EPYC 7551P processor featuring
32 cores and 64 hardware threads, and 1 TB of RAM. We use the system-provided glibc and
GCC 11.4.0 toolchain for building and evaluating all binaries. All analyses and test executions are
performed on this dedicated host to ensure consistent experimental conditions.

7.2 Baseline Evaluation of Binary Analysis Frameworks

7.2.1  Evaluating RQ1 (Feasibility). The goal of RQ1 is to evaluate whether contemporary binary
analysis tools can reliably analyze real-world binaries compiled under different optimization
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Table 1. Summary of backend robustness across optimization levels and stripped binaries. “Optimization
effect” and “Stripping effect” list the applications whose inferred syscall counts differ across configurations.

Tool Failed  Optimization Effect Stripping Effect
IDAPro  None None None
Ghidra None None None
BNinja None None None
SAFER None None None

Bind, Comdb2, Lighttpd  Lighttpd (O2), Nginx (O2)

Angr None ) )
Nginx, Proftpd, Redis Proftpd (O2)

Table 2. Inferred syscall count and soundness for O2 stripped binaries. Since inferred syscall counts remain
unchanged across optimization levels and stripping configurations for all evaluated tools except Angr, which
exhibits only minor variations, we report O2 stripped binaries as a representative configuration. GT denotes
the dynamically observed syscall count obtained using strace and perf. Inf., Miss, and Pass (%) denote the
inferred syscall count, observed missed syscalls, and test pass rate, respectively. A * indicates misses caused
by dynamically executed programs outside the static analysis scope.

DA Ghidra BNinja SAFER Angr
Program GT | Inf. Miss Pass|Inf. Miss Pass|Inf. Miss Pass|Inf. Miss Pass|Inf. Miss Pass
Apache-httpd 85 283 0 100 (282 0 100 [165 1 100|212 O 100 (122 4 44
Bind 80 |286 O 100 (286 O 100 | 180 0O 100 | 228 0 100 (138 0 100
BlazingMQ 76 1280 O 100 (279 0 100 {150 1 100" (204 O 100 | 98 7 16
Comdb2 93 1280 O 100 (279 0 100 {163 1 100" (209 O 100 (111 8 1.9
Lighttpd 71 1280 O 100 (279 0 100 {150 1 100|202 1 100"|111 4 833
Memcached 71 1280 O 100 (279 0 100 (152 0 100 (204 O 100 (107 4 295
MySQL 1091294 0 100|293 0 100 [188 1 100" (230 1 100" |132 10 0.0
Nginx 69 1281 0 100 (280 O 100 | 150 O 100 | 203 0 100 {105 5 0.0
Postgresql 84 1290 0 100 (289 0 100 [189 1 100|227 O 100 (141 4 0.0
Proftpd 91 (283 0 100 [282 O 100 |168 O 100|216 O 100 {129 3 215
Redis 82 1285 0 100 (284 O 100 | 176 0 100 | 222 0 100 (131 2 0.2

levels and in both stripped and unstripped configurations. Table 1 summarizes the robustness
of the evaluated backends. We observe that all tools successfully analyze every benchmark in
our evaluation. Furthermore, inferred syscall sets remain identical across optimization levels and
stripping configurations for all tools except ANGR. Even for ANGR, the observed differences are
minor: only a handful of applications exhibit variations, and in every case the inferred syscall count
differs by at most one system call.

These observations indicate that compiler optimization has little impact on syscall inference.
While optimization may influence the recovery of individual indirect control-flow transfers (e.g.,
jump tables), the overall inferred syscall set remains largely unaffected. This is because even a
single unresolved indirect call must be conservatively linked to the global set of address-taken
functions, resulting in similar syscall over-approximation irrespective of improvements in local
control-flow recovery.
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Table 3. Coverage achieved by the benchmark test suites.

Program Tests Line Cov. (%) Func. Cov. (%)
Apache-httpd 830 56.7 61.6
Bind 362 79.3 86.6
BlazingMQ 1343 74.2 66.3
Comdb2 1866 54.1 62.6
Lighttpd 6 70.4 70.4
Memcached 112 76.9 88.5
Mysql 8439 61.9 61.0
Nginx 428 71.6 83.4
Postgresql 228 72.5 74.9
Proftpd 1813 25.7 33.9
Redis 3727 66.2 68.8
Average - 64.5 68.9

Similarly, we observe negligible impact from stripping binaries. Although symbol and debug
information can improve function recovery and address-taken function identification, this provides
little benefit in our evaluation because the third-party libraries used by the benchmark applications
are the default system libraries, which are themselves stripped. Since these libraries are responsible
for the majority of system call invocations, the over-approximated control-flow graphs within them
dominate the final inferred syscall set. Consequently, keeping only the main binary unstripped
does not significantly change the inferred syscall counts. The small differences observed for ANGR
arise from its incomplete function recovery in stripped binaries, where symbol information enables
the recovery of a few additional functions. As shown in the next section, however, these minor
differences do not alter the broader observation that ANGR’s inferred syscall sets remain incomplete
and result in test-suite failures.

7.2.2  Evaluating RQ2 (Precision & Soundness). The goal of RQ2 is to evaluate both the precision and
soundness of the syscall sets inferred by different binary analysis tools. We evaluate soundness by
enforcing the inferred syscall filter at runtime using seccomp-BPF [1]. Specifically, we instrument
each target binary’s main function using SAFER’s instrumentation API so that the program installs
the seccomp filter immediately before entering main. The program is then executed using its
corresponding test suite, and we report the percentage of test cases that complete successfully.

Additionally, we identify system calls missed by each binary analysis tool. First, we approximate
the set of system calls required by each application by executing the test suites under strace and
perf and treating the union of all observed system calls as the ground truth. Table 3 summarizes
the coverage achieved by the benchmark test suites. On average, the test suites achieve 64.5% line
coverage and = 69% function coverage. Although this represents substantial program coverage,
the observed syscall set is inherently incomplete, since some valid execution paths may not be
exercised. Consequently, the reported missed syscalls correspond to definite false negatives with
respect to the observed executions, whereas additional inferred syscalls should be interpreted as
conservative over-approximation rather than definitive false positives.

Table 2 summarizes the inferred syscall count and soundness of syscall inference. Among the
evaluated tools, Binary Ninja produces the least over-approximated syscall sets while remaining
largely sound. In contrast, IDA Pro and Ghidra yield nearly identical results and infer substantially
larger syscall sets, often permitting almost the entire Linux syscall interface. Through manual
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Table 4. Incremental impact of precision-improvement techniques on inferred syscall counts and average
indirect control-flow targets (AICT). Each column cumulatively adds the indicated technique(s).

+Relocation  +SF-AT  +Split+Escape +ArgCnt+Ret +ArgType +ConstProp

Program Sys AICT Sys AICT Sys AICT Sys AICT Sys AICT Sys AICT

Apache-httpd 137 2197 108 2016 105 939 105 839 105 798 105 790

Bind 152 9798 128 9370 124 6624 124 5554 124 5149 124 4980
BlazingMQ 122 12580 109 12401 105 9917 105 9269 105 8762 105 8749
Comdb2 134 8168 132 7791 128 5884 128 5428 128 4938 128 4843
Lighttpd 120 1074 113 795 111 523 111 485 111 421 111 402
Memcached 118 1013 112 816 107 505 107 472 107 419 107 394
Mysql 164 54121 156 36846 152 34397 152 31000 152 29600 152 29401
Nginx 124 1567 111 1424 108 1128 108 1043 108 957 108 938
Postgresql 154 16668 148 15364 137 14521 137 13012 137 12111 137 10658
Proftpd 141 2381 126 1242 123 966 123 774 123 744 123 707
Redis 135 4612 126 3721 104 2755 104 2339 104 2201 104 2552

inspection of representative cases, we identify two primary sources of this over-approximation: (i)
conservatively treating exported functions as address-taken even when no pointers to them exist
in code or data (Section 4.2.2), and (ii) failing to identify non-returning calls, which introduces
spurious fall-through paths (Section 4.2.3).

With respect to soundness, angr produces incomplete syscall sets for most applications, resulting
in multiple missed syscalls and substantial test failures. These misses primarily stem from angr’s
heuristic filtering during address-taken function identification, particularly its exclusion of constants
inferred as floating-point values or strings. Such heuristics eliminate legitimate function pointers
and therefore miss valid indirect-call targets.

Among the remaining tools, IDA Pro and Ghidra achieve complete syscall sets across all
evaluated applications, resulting in 100% test pass rates. SAFER also remains complete for nearly all
programs, missing only a single syscall in lighttpd, which originates from a runtime-executed bash
script outside our static analysis scope. Similarly, Binary Ninja misses a single syscall for apache,
bmgq, comdb2, lighttpd, postgresql, and mysql. In every case, the missing syscall originates from a
program executed at runtime (e.g., Apache invoking Python CGI scripts), which is intentionally
excluded from our analysis.

Overall, these results highlight a clear trade-off between precision and soundness in syscall
inference. Conservative analyses such as IDA Pro and Ghidra preserve soundness by aggressively
over-approximating control flow, whereas more aggressive heuristics, as employed by angr, improve
precision at the cost of completeness. Binary Ninja provides the best trade-off among the evaluated
general-purpose binary analysis tools, producing the smallest syscall sets while remaining sound
for the analyzed binaries.

7.3 Evaluating Control Flow Refinement Techniques

7.3.1  Evaluating RQ3 (Impact of Control-Flow Refinement). Table 4 evaluates the incremental impact
of each control-flow refinement technique on syscall inference. All refinement techniques—including
those borrowed from Sysfilter—are implemented on top of the SAFER backend. We use SAFER with
relocation-based address-taken (AT) identification as the baseline, since Sysfilter’s context-sensitive
refinement inherently relies on relocation metadata.
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Table 5. Soundness of syscall filtering for Sys-
filter’s context sensitive AT refinement (+SF-  Fig. 2. Provenance of remaining syscalls after all control-
AT) and all control-flow refinements (+IMPROVE-  flow refinements. From main denotes syscalls reach-
MENTS). We report test pass rate (% Pass) and  able via direct control-flow from the program en-
number of missed syscalls (Miss). The * in the  try, Main-binary AT denotes syscalls reachable from
Pass column indicate that the missing system  address-taken functions within the main binary, and
calls in those cases have been manually verified Third-party 1libs denotes syscalls originating from
to be coming from a dynamically executed pro- address-taken functions in third-party libraries.
gram via system or execv function call

---- Avg (Main + Main-binary AT) B Main-binary AT

Bl From main B Third-party libs
+SF-AT +IMPROVEMENTS
100

Program Pass (%) , Miss | Pass (%) , Miss __

T X
Apache-httpd 100" | 6 100" | 6 w 807
Bind 100 : 0 100 : 0 E
BlazingMQ 100" | 1 100" |, 1 L% 60
Comdb2 100" 1 1 100* | 1 o
Lighttpd 100 | 1 | 100* | 1 £ 404
Memcached 100 1 0 100 1 0 E
Mysgl 100* : 1 100* : 1 g 204
Nginx 100 , 0 100 , 0
Postgresql 100 11 100 11 0-
Proftpd 100 ;0 | 100 , 0 S
Redis 100 1 0 100 1 0 &

Relocation yields a consistent set of address-taken functions by accurately identifying genuine
code pointers from ELF relocation entries, thereby eliminating a major source of imprecision
that is independent of the underlying binary analysis backend. Consequently, the subsequent
refinement techniques operate on a common set of address-taken functions and are largely backend-
independent. We therefore evaluate them using a single backend to isolate their individual impact
while avoiding the substantial engineering effort of reimplementing each refinement across all
tools. We choose SAFER because it (i) provides direct access to ELF relocation metadata, (ii) is open
source, (iii) achieves baseline precision comparable to commercial binary analysis tools, and (iv)
provides the best balance of precision and soundness among the open-source backends evaluated
(Table 1).

Each subsequent column in Table 4 cumulatively applies the refinement indicated in its header.
We report both the inferred syscall count (Sys) and the average number of targets per unresolved
indirect control-flow transfer (AICT), allowing us to distinguish reductions in the global syscall set
from improvements in local control-flow precision.

We first evaluate relocation-based address-taken (AT) identification. By leveraging reloca-
tion metadata to distinguish genuine code pointers from address-like constants, this refinement
substantially reduces the global AT set, lowering inferred syscall counts by approximately 40%
across all benchmarks.

Building on relocation, Sysfilter’s context-sensitive AT refinement further prunes the global
AT set by retaining only pointers reachable under valid execution contexts. This refinement
consistently reduces the inferred syscall set by a further 10-20% while simultaneously reducing
AICT. As shown in Table 5, these reductions are achieved without affecting soundness. The few
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remaining misses originate from dynamically executed programs (e.g., execve/system) that lie
outside our static analysis scope.

Adding data-section splitting and escape analysis on top of Sysfilter produces the largest
additional reduction in syscall counts across almost all applications. These techniques partition
the global data section into bounded objects and discard pointers that do not escape to indirect
control-flow contexts, thereby eliminating many spurious code pointers that would otherwise
be conservatively included. On average, this refinement reduces syscall counts by approximately
3-20% (e.g., redis from 126 to 104 and comdb2 from 132 to 128), while also substantially reducing
AICT. Table 5 further shows that these additional reductions preserve the same level of soundness
as Sysfilter, indicating that the discarded pointers do not correspond to feasible program behaviors
in our evaluation. This confirms that techniques that shrink the global address-taken function set
directly reduce syscall over-approximation.

8 Findings

(1) Feasibility across real-world binaries. The binary analysis tools evaluated in this paper
are robust and can analyze large, real-world programs compiled at different optimization
levels and in both stripped and unstripped forms to infer syscall filters.

(2) Trade-offs between precision and soundness. Precision and soundness vary significantly
across tools. Conservative analyses (e.g., IDA Pro and Ghidra) consistently produce sound
but highly over-approximated syscall sets, whereas more aggressive tools such as angr infer
smaller syscall sets at the cost of missing required system calls under real workloads. In
default (off-the-shelf) configurations, Binary Ninja produces the least over-approximated
syscall filters while remaining sound.

(3) Limited impact of per-call refinements. Control-flow refinement techniques that improve
precision on a per—control-flow-transfer basis—such as function signature matching and
global constant propagation—substantially reduce the average number of targets per indirect
call, but have little to no impact on the inferred syscall set.

(4) Importance of reducing the global address-taken set. Techniques that reduce the global
set of address-taken functions are substantially more effective for syscall reduction. In
particular, using relocation information to identify genuine code pointers reduces syscall
over-approximation by approximately 40%. Sysfilter-style context-sensitive address-taken
function pruning further reduces inferred syscall sets by at least 10%.

(5) Effectiveness of data-section splitting and escape analysis. We introduce additional
heuristics, including data-section splitting and escape analysis, which further reduce syscall
sets by 3-20%. While data-section splitting is not theoretically sound in the general case, it
proved to be sound for all programs in our evaluation corpus.

(6) Practical limits of static syscall reduction. After aggressive control-flow refinement,
most remaining syscalls originate from core program logic reachable from main or from
legitimate callbacks within the main binary, revealing a practical lower bound on syscall
reduction achievable via sound static binary analysis alone. Further reductions are likely
to require configuration- or workload-aware techniques, such as profile-guided analysis or
deployment-specific specialization, which trade generality for tighter syscall filters.

9 Related Work

This paper investigates binary analysis frameworks for system call filtering. This section reviews
prior work in two areas: binary analysis and system call filtering.
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9.1 Binary Analysis

Binary analysis platforms can be divided into two broad categories: (i) Dynamic analysis platforms [2,
10] and (ii) Static analysis platforms [17, 26, 37, 42, 49, 50, 53, 54]. Dynamic analysis observes
concrete executions and can achieve high precision for exercised paths, but is inherently limited by
workload coverage and requires runtime instrumentation. Static analysis reasons about all statically
reachable code paths and is therefore better suited for generating a more complete syscall filter
offline. Recent static techniques leverage relocation and loader metadata (e.g., Retrowrite [17],
Egalito [50]) to precisely identify code pointers, improving over earlier binary analysis platforms
such as PSI [54] and Multiverse [7] that rely on heuristics such as scanning the code and data
sections for constants that look like code pointers.

9.2 Binary Points-To Analysis

Points-to analysis determines the set of memory locations or functions that a pointer may reference
and is commonly used to resolve indirect calls. Classic source-level approaches, including Andersen’s
inclusion-based analysis [4], Steensgaard’s unification-based analysis [46], and data-structure
analysis (DSA) [31], rely on type information and explicit variable semantics, which are unavailable
in binaries.

Early binary analyses such as value-set analysis (VSA) [6] track register values using strided
intervals but suffer from severe over-approximation due to merges at control-flow joins, often lead-
ing to scalability and precision issues. More recent works, including BPA [28] and BinPointer [29],
mitigate this by partitioning memory into abstract blocks and performing points-to analysis over
these blocks. BinPointer employs a coarse, region-based model (e.g., stack, heap, globals) that allows
overlapping regions and quickly loses precision as pointers flow through memory. BPA improves
precision by introducing a global, non-overlapping memory partitioning derived from memory
access patterns, yielding more precise indirect-call target sets. However, BPA prioritizes scalability
and precision and does not guarantee full recall. BinDSA [21] further attempts to recover abstract
data-structure information. Its evaluations show that both BinDSA and BPA have less than 100%
recall in indirect-call recovery.

Our data-section splitting is closest in spirit to BPA’s global memory partitioning, but differs in
scope and objective. We conservatively partition only global data objects that can be confidently
recovered by static analysis (e.g., jump tables and function pointer tables), and do not partition stack
or heap memory. Since syscall inference depends on approximating the global set of address-taken
functions rather than resolving per-call targets, this restricted partitioning—combined with escape
analysis—is sufficient and empirically sound in our evaluation.

9.3 System Call Filtering

Restricting the set of system calls that a program may invoke has long been recognized as an
effective defense mechanism, originally explored in the context of host-based intrusion detection [18,
20, 22, 27, 30]. More recently, syscall filtering has gained renewed attention as a mitigation against
user-level exploits and as a means of reducing the kernel attack surface by limiting reachable kernel
code paths.

Several systems combine static and dynamic techniques to construct syscall filters. Confine [23]
generates syscall profiles for containers by composing a source-level glibc call graph with dynam-
ically observed binaries executed inside the container. Chestnut [12] similarly derives syscall filters
using static CFG recovery with angr [45] and dynamic execution. Since angr is already evaluated
extensively in our framework, we do not separately compare these systems.
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Other works emphasize configuration or phase-aware syscall filtering. SPEAKER [32], Temporal
Specialization [24], and Syspart [41] generate distinct syscall policies for different execution phases
or runtime contexts. These approaches demonstrate that incorporating workload or configuration
knowledge can significantly reduce syscall sets, but they rely on assumptions about execution phases
rather than improvements in static control-flow recovery. In the context of RQ4, such techniques
complement our findings by illustrating how further syscall reduction may require configuration
or workload-aware specialization beyond what sound static analysis alone can achieve.

Finally, several studies explore argument-level syscall filtering [33, 34, 43, 51, 52], aiming to
restrict not only which syscalls are allowed but also how they are invoked. These approaches
typically depend on fine-grained argument semantics or source-level information and are therefore
orthogonal to our focus on syscall-set inference from binaries.

10 Conclusion

In this paper, we presented an empirical study of syscall inference from binaries using contemporary
binary analysis tools. We evaluated the feasibility, precision, and limitations of inferring syscall
filters for real-world, binary-only programs, and systematically examined the impact of control-flow
refinement techniques on the resulting syscall sets.

Our results show that precision and soundness vary significantly across tools. Conservative
analyses achieve soundness at the cost of substantial over-approximation, while more aggressive
approaches reduce syscall sets but risk unsoundness under real workloads. We further demonstrate
that refinements targeting individual indirect calls improve local control-flow precision but rarely
translate into smaller syscall filters. In contrast, techniques that reduce the global address-taken
function set—such as relocation-based filtering, context-sensitive refinement, data-section splitting,
and escape analysis—are the primary drivers of syscall reduction.

Finally, our analysis reveals a practical limit to syscall reduction achievable via sound static
binary analysis alone. After aggressive refinement, most remaining syscalls originate from core
program logic or legitimate callback-based designs within the main binary. Further reductions are
therefore likely to require configuration- or workload-aware techniques that trade generality for
tighter syscall filters. We hope that the insights from this study help guide future work on practical
syscall filtering and binary analysis for system hardening.

11 Data Availability

The artifact accompanying this paper, including the source code of our syscall inference frame-
work, evaluation scripts, and instructions for reproducing the experiments, is publicly available at
https://github.com/bloomberg-science/spectra.
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